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Abstract: In this paper, to deal with the heterogeneity
in federated learning (FL) systems, a knowledge distil-
lation (KD) driven training framework for FL is pro-
posed, where each user can select its neural network
model on demand and distill knowledge from a big
teacher model using its own private dataset. To over-
come the challenge of train the big teacher model in
resource limited user devices, the digital twin (DT) is
exploit in the way that the teacher model can be trained
at DT located in the server with enough computing re-
sources. Then, during model distillation, each user can
update the parameters of its model at either the phys-
ical entity or the digital agent. The joint problem of
model selection and training offloading and resource
allocation for users is formulated as a mixed integer
programming (MIP) problem. To solve the problem,
Q-learning and optimization are jointly used, where
Q-learning selects models for users and determines
whether to train locally or on the server, and optimiza-
tion is used to allocate resources for users based on
the output of Q-learning. Simulation results show the
proposed DT-assisted KD framework and joint opti-
mization method can significantly improve the average
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accuracy of users while reducing the total delay.
Keywords: federated learning; digital twin; knowl-
edge distillation; heterogeneity; Q-learning; convex
optimization

I. INTRODUCTION

Nowadays, FL attracts much attention for researchers
since it can train a deep learning (DL) model with high
accuracy by indirectly using the whole dataset while
preserving data privacy [1]. Since it protects the data
privacy of users, FL is widely used for neural network
(NN) training in data-sensitive areas such as financial
data prediction and medical data analysis. In addi-
tion, in FL systems, the user only needs to transmit
the parameters of the NN to the server or a specific
user to aggregate to improve the performance of the
NN, the server does not need to collect data from all
users, thus reducing the challenge to the storage capac-
ity of the server when using a large dataset to train a
NN with high performance. Moreover, the size of NN
parameters is usually much smaller than the size of the
training data, so in a poor communication state envi-
ronment, using FL to only transmit the NN parameters
helps to reduce the increase of the total training delay
caused by the communication delay [2]. The training
cost can be further reduced by proper resource man-
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agement and training methods [3-5].

However, all the above works assume the NN model
in FL is homogeneous, while in the real world, there
are various types of devices, and only a few are ho-
mogeneous. The different users may have different
computing resources and different data even differ-
ent objectives, so the service needs to be provided
in a targeted manner according to the characteristics
of the users [6, 7]. The heterogeneity of users leads
to many challenges to use the same NN for all users
[8—11]. Firstly, the heterogeneity of computing re-
sources causes a contradiction between training de-
lay and accuracy in FL systems. Because in FL, the
server needs to aggregate the parameters of all users’
NNs to improve NN performance, thus if all users
train a big model, users with few computational re-
sources from overly dragging down the system train-
ing latency. Meanwhile, if all users train a small
model, although the training speed can be improved,
the accuracy of FL decreases as the model size de-
creases. Secondly, the heterogeneity of data may cause
the data from different users to become not indepen-
dent and identically distributed (Non-1ID). The Non-
IID dataset leads to the challenge of convergence of
the NN, and the degradation of the NN performance,
since in deep learning, the data is generally assumed
to follow the IID [12]. Another most overlooked but
important challenges is the heterogeneity of objectives
for users. Obviously, the purpose of user participa-
tion in FL systems is to improve the performance of
their own NN. However, most previous works focus
on the improvement of average accuracy on all users’
datasets, which may lead to the degradation of accu-
racy on its own dataset. As a consequence, FL systems
need to improve the average accuracy of the NN on all
user datasets while improving the accuracy of the NN
on the user’s own private dataset.

In practical deployment scenarios, the heterogeneity
of computing resources leads to straggler effect in fed-
eration learning, which severely reduces training ef-
ficiency. This is due to the fact that the computing
power of different devices varies significantly, so that
clients with strong computing power have to wait for
those with weak computing power before performing
model aggregation, resulting in a significant waste of
computing resources. Therefore, in [13] split learn-
ing (SL) is used that users with few computational re-
sources update only a few layers of the NN while other

users update more layers of NN. Obviously, the SL in-
creases the communication burden by transmitting the
intermediate results of NN between users.

In addition to the heterogeneity of user comput-
ing resources, the heterogeneity of data especially the
Non-IID dataset also attracts much attention. Because
the heterogeneous data leads to different optimization
directions of weights for different models, which is the
main reason for the accuracy loss. Therefore, data-
based schemes improve model performance by mod-
ifying the data distribution. Zhao et al. proposed to
pre-train the global model by using a small amount
of uniformly distributed shared data and distributing
the shared data to the client to train the local model
[14]. Experiments have shown that even a very small
amount of shared data can significantly improve model
accuracy. However, this approach of modifying data
distribution is often difficult to implement because it
is difficult to obtain uniform shared data in practical
situations, and constructing shared data increases the
risk of user privacy leakage. In addition, users can
fine-tune the global model based on client data to ob-
tain a personalized model that performs well on lo-
cal datasets. Fallah et al. proposed to use agnostic
meta-learning to obtain the initial global model, and
users can obtain high accuracy with a small amount
of training based on their own data [15]. Arivazha-
gan et al. proposed to use personalizing layers in
the client model, thus greatly improving the model’s
adaptability to local datasets [16]. Ma et al. achieve
personalized model aggregation by discerning the im-
portance of each network layer in different customer
models [17]. Although these approaches achieve good
results on Non-IID data, they all increase the training
overhead and do not enable personalizing of the model
framework.

To jointly solve the heterogeneity of computing re-
sources, data, and objectives, some works propose
to use knowledge distillation (KD) in FL systems.
As a promising technology, KD achieves success in
many fields, since it can transfer knowledge in a big
well-trained NN, named teacher model, to an arbitrary
small NN, named student model, by providing the out-
puts of the big NN as soft labels for student model
and using these soft labels as an additional gradient to
train the student model. Therefore, the performance of
the student model can be improved. Since in the KD
method arbitrary NN can be used as a student model,

62

© China Communications Magazine Co., Ltd. - February 2023

Authorized licensed use limited to: XIDIAN UNIVERSITY. Downloaded on May 16,2023 at 03:13:24 UTC from IEEE Xplore. Restrictions apply.



thus different users can select the different models on
demand in FL systems. Therefore, by using the KD
method, the straggle in the training procedure of FL
can be avoided. Because the NNs are not the same be-
tween different users, thus there is no need to directly
aggregate the NNs of different users, even if the user
with more computational resources performs several
more training epochs, there is no gradient confusion
among different user NNs. Moreover, in KD only the
output of the teacher model is needed to transmit thus
the transmission burden is much less than SL [18]. Li
et al. combine migration learning and knowledge re-
finement for personalized federal learning, and each
customer can use private data and a specific model
for training. Zhou et al. proposed distilled one-shot
federated learning (DOSFL), thus significantly reduc-
ing communication costs while ensuring model accu-
racy [19, 20]. Although the KD enables users to select
different models based on their demands, however, in
KD, a big teacher model is needed, and training such
a model usually relay on a huge dataset. Therefore,
just using one user’s limited dataset cannot train the
teacher model well. However. the teacher model is
usually too big to train in users’ CPU. Thus, it cannot
simply use the FL method to train the teacher model.
As a consequence, previous work [19][21] mainly re-
lay on the public dataset in the server to train the
teacher model in the server. Moreover, if the teacher
model is too big, it is challenging for users to run the
teacher model to distil the knowledge not only by the
limited memory resource to store the huge parameters
of the teacher model but also by the large latency to
run the teacher model in users CPU.

Fortunately, the evolving digital twin (DT) [22]
technology can be used to solve these two challenges
of no public dataset and users cannot run the teacher
model. In DT a digital copy, named twin, all enti-
ties and information in physical space is established
in a server with adequate computing resources to help
improve strategies for physical space [23-27]. In or-
der to protect the privacy of physical entities, with-
out authorization, only physical entities can access the
information of their corresponding twins but not the
information of the twins of other physical entities in
the digital space, and twins cannot access each other
twins’ information if they are not authorized by the
corresponding physical entities. Therefore, users can
safely copy their own datasets and NN parameters to

the twin. Moreover, due to the adequate computing re-
sources on the server, the teacher model can be stored
and run on the server. In the beginning, the teacher
model can be trained as FL by using the data from
twins of users. Then users can purchase the comput-
ing resource from the server to get the output of the
teacher model and thus train their own student model
as the KD method. Moreover, to deal with the hetero-
geneity of users’ objectives, each user only uses their
own private dataset to train student models. Therefore,
not only the average accuracy of student models on all
datasets is improved by learning the general knowl-
edge from the teacher model, but also the accuracy of
student model on its own dataset is significantly en-
hanced since only each user’s private dataset is used to
distillate the knowledge from teacher model.

Since users may choose to train a small model lo-
cally to reduce the cost of purchasing computational
resources, as a result, it is important to select appro-
priate student models for different users to balance the
trade-off of the accuracy of NN and the training delay
and the training cost, and then based on the selected
model determine whether training the student model
locally or on the server and purchase appropriate re-
sources to reduce the training delay and training cost.
The delay and resource consumption can be effectively
reduced by a reasonable scheduling strategy [28-30].
Obviously, selecting student models and offloading for
all users is a discrete optimization problem, while re-
source management is a continuous optimization prob-
lem. It is challenging for traditional convex optimiza-
tion to solve such a mixed integer problem. Although
Q-learning achieves success in discrete optimization
problems and has been proved to always achieve Bell-
man optimal solutions after training a sufficient num-
ber of epochs in discrete optimization problems with
limited action space [31, 32], for problems with con-
tinuous action space Q-learning usually performs not
well or even fails to converge.

Therefore in this paper, we propose the DT-assisted
KD framework to enable different users can select dif-
ferent student models on demand, then a joint opti-
mization method of Q-learning and convex optimiza-
tion method is used to determine the model selection
and offloading and resource management. Remark-
ably, to couple Q-learning and convex optimization, in
the training procedure, the reward of Q-learning is de-
termined by the output of convex optimization. The
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main contributions of this paper are summarized as
follows.

1) A DT-assisted KD framework for heterogeneous
FL is proposed. In the proposed framework, users
can select different NN models and train mod-
els locally or purchase computing resources from
the server to train models on demand, to deal
with the heterogeneity of computing resources. In
the training procedure of user models, only each
user’s private is used to distill the knowledge from
the teacher, thus the user model can not only learn
the general knowledge distilled from the teacher
model, but also focus on the accuracy on user’s
private dataset, as a result to deal with the hetero-
geneity of data and objectives.

2) The joint problem of model selection and train-
ing offloading and resource allocation for each
user is formulated as a mixed integer program-
ming (MIP) problem. To solve this problem effi-
ciently, a joint optimization method of Q-learning
and convex optimization is proposed. The Q-
learning is used to select student models and de-
termine whether to train locally or on the server.
Based on the decision of Q-learning, the convex is
used to allocate resources for users. Remarkably,
in the Q-learning training procedure, the objective
function value of outputs from convex optimiza-
tion is used as reward to train Q-learning.

3) We evaluate the performance of the proposed
method through extensive simulations. The re-
sults show that the proposed FL framework
achieves significantly higher performance than
the typical FL method in heterogeneous systems.
The results also show the proposed joint optimiza-
tion method can reduce the delay in the FL train-
ing procedure and the cost of transmission and
computing resources while ensuring the student
model performance for each user.

The remainder of the paper is organized as follows.
In Section II the proposed KD-driven FL training
framework assisted by DT is described, and the prob-
lem of selecting models for all users and resource man-
agement is formulated. Section III describes the con-
vex optimization assisted Q-learning method to solve
the problem in Section II, and the details of the KD
training method are described. Section IV evaluates
the performance of the proposed method and Section

V concludes the paper.

II. SYSTEM MODEL AND PROBLEM
FORMULATION

2.1 System Framework

As shown in Figure 1, the proposed DT-assisted KD
framework for heterogeneous FL system is consisted
by the two space: digital space and physical space.
The physical space including /N users, and each user ¢
equips a central processing unit (CPU) with frequency
floe,i and a private dataset D;, the aim of each user 7
is to efficiently train a student NN model of size 0, ;
with high accuracy and low costs. In digital space,
there is a big teacher model of size ; and the K twins
for users, where each twin of user has a copy of user
dataset and the parameters of user student model, and
the digital space is run on a server with CPU frequency
as fser. Before training, the teacher model is firstly
trained by the copy of dataset in digital space through
a FL method to protect the privacy of dataset copy.
Then in each epoch, the user model is trained on its
private dataset to distill the knowledge from teacher
model, thus improving the performance on student
model. Assuming the f,. is much larger than any
f1oc,i and user can purchase the computing resources
from the server, user can train the student model lo-
cally or on the server. If the student model is train lo-
cally, the server should transmit the output of teacher
to user that the knowledge in teacher model can be dis-
tilled. Otherwise, the digital copy of student model is
trained on the server, and the transmission of output
from teacher can be neglect, since they are both in the
same server. To ensure the model parameters are con-
sistent in digital and physical space, therefore, after
each training epoch the digital/physical space should
transmit the parameters of student to physical/digital
space, depending on training the student model locally
or on the server.

Because fj,.,; can be various, simply using the same
NN will cause the contradictory between accuracy and
training delay. To deal with such contradictory, a KD
is used to share the knowledge between different NNs.
Since in KD, the knowledge from teacher can be dis-
tilled to student model with arbitrary depth and width,
as a result, different users can choose the different size
of NNs on demand. In order to emphasize the impact
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Figure 1. DT-assisted KD framework in FL. A powerful teacher model is trained in the digital space using DT, and later a
copy of the teacher is used for distillation for each student model. During training, the teacher model is only located in the
digital space, while the student model is located in the physical space on the user side and there is a copy of student model
in digital space. When computing the student model in the physical space, the feature labels of the teacher model need to
be accepted periodically and the twins in the digital space need to be synchronized. User private data can only be accessed

locally or in the twin and cannot be shared.

of different NN sizes on FL system performance and
computational latency, in this paper, instead of design-
ing NN network depth and width specifically as in neu-
ral architecture search (NAS) [33], several representa-
tive neural network architectures are selected to form
a set M, each element in M represents a NN with a
specific depth and width, and users can select NNs on
demand in M.

To deal with heterogeneity of data and objective,
the teacher model is first trained by the data copy in
digital space of all users in a FL. method, thus the
teacher model can extract the general knowledge from
all dataset. Then in the training procedure of each user
model, only the user private dataset is used to distill
the knowledge from teacher model. Therefore, the
user model can not only learn the general knowledge
of all users dataset from teacher model, but also focus
on learn the personalized knowledge from the user pri-
vate dataset, since only private data is used in training.

Generally, in KD, the big teacher model is well-
trained in advance. However, due to the heterogene-
ity of user computing resource, in this paper, we as-
sume the teacher model is too big to train by the user.
Inspired by the feature of digital twin (DT), a DT-
assisted KD framework is proposed to enable the train-
ing of teacher model and selecting different model for
different users. According to [34], the digital twin sys-
tem can establish a digital copy, named a twin, of the
total entities and data in physical space. Therefore,
users can create a data backup in the digital space.
Meanwhile, to protect the privacy of user data, twins
in the digital space are not allowed to exchange the
user’s private data with other twins or share data with
other users in the physical space. However, in order to
share the data indirectly, using the data to train NN is
allowed in the twin, since in the training procedure the
data is always stored in the twin and when the train-
ing is finished other users and twins can only get a
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NN with trained parameters or gradient. Therefore,
the teacher model can be trained on the total dataset to
get high performance. Then the KD can be used and
the teacher model can provide an additional gradient
to the small NN, called the student model, in the user,
thus improving the performance of the student model.

In this paper, to emphasize the importance of model
selection and resource management for different users,
we consider that the DT system is pre-built and that
the twin in DT already has a replica of the user’s data,
and the teacher model has been well trained. Ac-
cording to [35], in the KD system, the student model
needs to update its parameters by using the calculation
outputs or intermediate results of the teacher model.
However, since the teacher model is too big to store
in the user, the teacher model is always stored in the
server, thus the user needs to purchase the comput-
ing resource from the server to get the outputs of the
teacher model. Assuming the server equips a CPU
with adequate computing resource as fs., and the fq.,
is much larger than any CPU frequency of users. In
order for the server to provide services to all users at
the same time, the computing resources of the server
are therefore divisible and the server can communi-
cate with all users at the same time. Assuming that
the server communicates with users by a wireless net-
work, thus inspired by the success of orthogonal fre-
quency division multiplexing (OFDM) in 4G and 5G
networks, the OFDM is used in this system to avoid
interference among users with maximum bandwidth
bmaz- Therefore, the transmission rate between user ¢
and server is

iR
ri = bilogy(1 + 220, (1)
o

where b; is the bandwidth used to transmit information
between the server and user ¢, h; is the channel gain
between user ¢ and server, p; is the transmission power
for user ¢, and ng is the noise power.

In order to fully utilize both user and server com-
puting power, users can choose to train their own stu-
dent models by using local computing power or by
the server computing power on demand. Regardless
of which method a user chooses to train the student
model, the training overhead is composed of both la-
tency and resource price. If the user trains the student
model by using its own computing power, in the train-

ing procedure, the user needs to wait for the server
to transmit the results calculated by the teacher model
to the user first. Then the user uses the results of
the teacher model and the labels of the dataset to up-
date the parameters of the student model locally by
the back-propagation algorithm. Since the features of
the twin in the digital twin system need to be guaran-
teed to be consistent with the features of the entities in
the physical space, the user also needs to transmit the
updated parameters of the student model to the server
to ensure that the features of the entities in the digital
space and the physical space are consistent. Therefore,
the delay in training the student model locally consists
of computational latency of the teacher model Ti.,,
transmission delay for users to obtain the computing
results of the teacher model 7}y, computational de-
lay for updating student model parameters T;,, and
the transmission delay of synchronized model param-
eters in physical and digital space T},,04¢;. According
to [36], for an NN with a determined depth and width,
the computation time is inversely proportional to the
CPU frequency. Therefore, if user ¢ purchases com-
puting resources of size f; from the server, the delay
of the computing of teacher model parameters updat-
ing of student model in user ¢ and is

Tieai = % )
s,

Ts u,i = —, (3)
e floc,i

where 11; and i ; is the time of teacher computing and
the time of updating the parameters of student model
by using unit of computing resources. Assuming the
size of output of teacher model and parameters of stu-
dent model in user ¢ is 6; and 6 ;, the transmission
delay

0
Tyaberi = r—l, 4)

%

95 %
Tmodel,i = T, (5)

()

If the user chooses to train the student model using the
server arithmetic, then since both the teacher model
and the student model are on the server, the delay in
transmitting the teacher model output is not included
in the total latency, after the parameters of the student
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model are updated at the server, they need to be down-
loaded to the local area, so the transfer delay includes
only 7},04e1,;- Moreover, the parameter update time of

the student model becomes T, ; = “f—

2.2 Problem Formulation

To formulate the problem we define two discrete op-
timization variables x and m. The x denotes whether
the student model is trained locally or on the server,
and the m denotes which student model selected by
user. Above all, the problem in this paper can be for-
mulated as following.

Problem 1.
N
mlg{gb ; Q(Tteaﬂ‘ + Tstu,i + Tinodet,i + xitrlabel,i)
+ ﬁ (T'tea,ifi + (1 - mz) Tstu,ifi) + 5bz
- noAccown,i - naACCavg,ia (6)
s.t. x; € {0,1}, (N
mi€{1a27"' 7|M|}7 (8)
N
Z bz S bmaxa (9)
i=1
N
Efz < fsera (10)
i=1
Ttea,i = %7 (11)
Mm/fz €Tg = 07
Tstui = ’ 12
s { Mmi/floc,i T = 1. ( )
ri = bilogy(1+ 20, (13)
no
0
Thabeli = —» (14)
T
98 my;
Tmodel,i = 7( ) (15)
1
Accopn,i = Wﬂ(y = NN,,,, (in)), (16)
Yo
AcCangi = Y Dy LY = MV (im)). (A7)
i=1 """

where « 8 9, and 7, 7, are constant factors, fi,,, is
the time to updating the parameters of student model
in user ¢ using unit computing resource. The first
part in Equation (6) is the total delay to train the stu-

dent model and when the student model is trained lo-
cally, the x; is O thus the transmission delay of the
teacher model output Tj4pe;; is 0. The second part is
the cost of purchasing the computing resource from
the server, and when the student model is trained lo-
cally the (1 — x;) Tsti fi is O, which means the user
only pays for the computing resource to get the out-
put of teacher and the cost of bandwidth, the third part
of Equation (6) is the accuracy of the student model
tested on its own dataset and the overall datasets of all
users, and since we want to maximize the accuracy of
model the negative values of accuracy is minimized.
The Constraint (7) means the student model can be
trained either locally or on the server. Constraint (8)
ensures the user can choose the student model only
from the model set M. Constraints (9) and (10) show
the sum of computing resources and bandwidth re-
sources purchased by all users cannot exceed the max-
imum compute resources and maximum bandwidth re-
sources. Constraint (11) is the computing delay of
the teacher model, while the training delay of student
model in constraining (12) depend on the whether it is
trained by user or server. The constraint (13)-(15) is
the transmission delay of teacher output and parame-
ters of the student model. Constraint (16)-(17) is the
method to evaluate the accuracy of the student model,
where [(x) is the indicator function, NN,,, is the stu-
dent model of user %, ¢n is the input for a sample of
dataset and y is the label of the sample.

III. PROPOSED METHOD

3.1 Convex Optimization Assisted Q-learning
Method

Obviously, Problem 1 is a mixed integer programming
(MIP) problem, thus it is challenging to use the tra-
ditional convex optimization method to optimize the
problem with discrete variables efficiently. Since we
can simultaneously select student models for all users,
in this way, selecting student models for the current
users does not have an effect on the selection of stu-
Therefore, similar to
[37], the student model selection can be formulated
as a Markov decision procession (MDP) without state
transition probability. Although Q-learning achieves
success in discrete optimization problems both in ef-
ficiency and performance, it is challenging for it to

dent models for other users.
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Figure 2. Overview of the proposed method. It consists of three parts: KD-driven model training, RL-based model selection

and offloading, and optimization-based resource allocation.

Q learning is responsible for selecting customer models and

making offloading decisions, while later convex optimization is used to allocate resources for users. After the model training

is completed using KD, the reward is obtained.

solve the problem with continual optimization vari-
ables. Unfortunately, in Problem 1, the x, m are dis-
crete while the f, b are continual, thus, this problem is
challenging to be solved by using convex optimization
or Q-learning alone. Although there are many deep
neural networks (DNN)-based reinforcement learning
methods, such as deep deterministic policy gradient
(DDPG) [38] and proximal policy optimization (PPO)
[39], which can jointly optimize the discrete and con-
tinual variables, the training of the DNN can be time-
consuming. It is unnecessary to train a DNN-based
RL first, and then use this DNN model to optimize
the training of FL. Moreover, the inferencing time of
DNN-based methods to get the optimized variables is
also long, which cannot be simply ignored in delay-
sensitive tasks [40], thus increasing the total process-
ing time. As for the Q-learning, we can further store
the Q-Table as a Hash-Table. In this way, we can
get the solution from Q-learning with computing com-
plexity as O(1) [41]. As aresult, the latency caused by
the optimization can be ignored. Therefore, in this pa-
per, we use the Q-learning-based method to optimize
the problem. Fortunately, further analysis of Problem
1 reveals that the optimization problem for f and b
given x and m is a convex problem, and both x and m

are discrete variables that can be optimized using Q-
learning. Thus Problem 1 can be decomposed into two
subproblems: 1) choosing a student model for each
user and determining whether it is trained with user
arithmetic or server arithmetic, which can be solved
by Q-learning; and 2) assigning appropriate compu-
tational and bandwidth resources to each user, which
can be solved by convex optimization. Since both Q-
learning and convex optimization can get the solution
quickly, the influence of the inferencing time of the al-
gorithm can be ignored. As a consequence, Q-learning
is used to solve the problem as follows.

Problem 2.
N
min Z a(Ttea,z' + Tstu,i + Tmodel,i + $iﬂabel,i)
B
+ 5 (Ttea,ifi + (1 - xi) Tstu,ifi) + (5bz
- noAccown,i - naACCavg,ia (18)
s.t. x; € {0,1}, (19)
constraint (11) — (17), 21

The relevant function for Q-learning is defined as
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Reward: We expect the optimization algorithm to
obtain the optimal objective function value after the
action selection is completed by Q learning, thus the
Equation (18) is used as the reward function r.

State: The difference in arithmetic power of each
user device leads to different speeds of training. In
addition, the channel state between the client and the
server affects the data transmission rate. In order to
obtain the largest possible system gain, a balance be-
tween latency and accuracy needs to be found ac-
cording to user characteristics. Therefore, the state
s = {fioc , h}, where fi,c and h are the vectors of CPU
frequency and channel state, respectively.

Action: Since Q learning performs model selection
and training scheduling, the action a = {x, m}.

Based on this, the Q table update rule can be ex-
pressed as

Q(s,a) <Q(s,a)
+a [T—i—’ynzz;xQ(s’,a’) -Q(s,a)l,
(22)

where s, a’ denote the state and action information of
the next moment, «, 7y are the learning rate and fading
factor, respectively.

Then based on the optimized variables x and m by
Q-learning, the subproblem of optimizing the f and b
is a convex optimization problem as follows.

Problem 3.
N
min Z a(Ttea,i + Tstmi + Tmodel,i + xiTlabel,i)
m,x )
+ 5 (Ttea,ifi + (1 - l‘z) Tstu,ifi) + 5bu
(23)
s.t. constraints (9) — (15). 24)

Different from Problem 1 and Problem 2 the objec-
tive function (23) of the performance of NN is not in-
cluded. This is because the performance of each user’s
NN is only related to the structure of the selected stu-
dent model, the optimization of computational and
bandwidth resources only affects the speed of train-
ing and does not have an impact on the performance
of NN. Obviously, Problem 3 is convex thus we can
solve it by convex optimization.

Therefore, as is shown in Figure 2 the Q-learning
first selects student models for all users and determines
whether the student model is trained locally or on the
server. Then, based on the selected student models
and offloading decision, convex optimization is used
to allocate the resources for all users. Then the value
of the objective function (6) can be calculated, which
is used as the reward to train the Q-learning.

3.2 Teacher and Student Model Training
Method Assisted by DT

Knowledge distillation (KD) is a neural network
model compression technique based on teacher-
student network structure. It has been widely used re-
cently due to its excellent performance and high com-
patibility with other deep learning techniques. Usu-
ally, there are differences in the performance of mod-
els of different scales. Models with more parameters
and high computational complexity are able to obtain
higher accuracy than smaller models. However, due to
the limitations of device computing and storage capac-
ity, as well as specific task requirements, it is not pos-
sible to deploy large models in many cases. Therefore,
KD is used to compress the model while minimizing
the loss of accuracy, and can also be considered as a
way to use a large model to improve the performance
of a small model.

To apply KD, a robust teacher model is necessary.
Training a teacher model requires powerful comput-
ing power and memory that cannot be satisfied by
the client. Therefore, we use digital twin technology
to copy user data to the digital domain and train the
teacher model using the server. We use FedSGD [42]
to train the teacher model, and aggregate the gradi-
ents to update the global model after each user finishes
computing on a batch of data. Due to the high hetero-
geneity of users’ private data, we set the batch size to
the size of the private dataset to enhance the stability
and accuracy of model convergence. As a result, the
full user data is used for each parameter update, thus
avoiding the performance degradation caused by ag-
gregating the model parameters in different optimiza-
tion directions. It should be noted that although this
approach can obtain a highly accurate teacher model
with guaranteed data security, it consumes a large
amount of computing power and storage space.

Traditional KD methods use the output of the
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teacher model as a soft target to help optimize the pa-
rameters of the student model. Specifically, the loss
function of the student network can be expressed as

Lxp = Luaa + T? Lo, (25)

where 1" is the temperature coefficient. Ly,4 denotes
the traditional cross-entropy loss, and Loy is the soft
target obtained from the prediction pairs of the teacher
model and student model

Liad = Lce (ps, y)

(26)
Lot = Lxr (psvpt) )

where Lcg(-) is the cross-entropy function, Lgy () de-
notes the Kullback-Leibler divergence, y is the la-
bel vector, and p,, p, are the prediction vectors of
the student model and the teacher model, respectively.
Compared with the traditional single-model training
method using only the hard loss function, the soft
target provided by the teacher model provides more
knowledge for the student model, thus improving the
accuracy of the student model.

Despite the great success of KD in many areas,
there is still a significant gap between the performance
of the teacher model and the student model, and the
performance improvement of the student model relies
heavily on the appropriate model framework and the
rationality of the hyperparameter values. To further
improve the performance of student models, several
advanced distillation schemes have been proposed.
These schemes perform deeper knowledge extraction
and employ more refined knowledge representation
methods[43—-45]. However, they have stringent re-
quirements on the model framework and their train-
ing process tends to be more complex. Distillation of
multiple significantly different student models using
the same teacher model is difficult to achieve satisfac-
tory performance while training multiple teacher mod-
els for different student models incurs significant over-
head. Moreover, for complex tasks with high training
difficulty, the gains obtained by relying only on soft
targets for distillation are insufficient. Therefore, we
use a more powerful and simple distillation method
(simKD) that reuses the linear output layer of the
teacher model for deeper knowledge extraction[46].

Usually, the classification model relies on an en-

couder consisting of several hierarchical structures
connected by elaborate design for feature extraction,
thus transforming low-level features of images into
high-level features and finally outputting classification
results through linear layers. This feature extraction
capability is required by the model to process a variety
of images so that a model trained on a specific dataset
can be migrated to other datasets with only fine-tuning
of the parameters to achieve good performance. The
classification accuracy of a model depends heavily on
its feature extraction capability, so most of the exist-
ing work has focused on designing more efficient fea-
ture extraction structures. For different models, most
of their computational effort comes from the feature
extraction part, while the linear layer used as the clas-
sifier accounts for only a small percentage. Therefore,
in order to make the student model approximate the
performance of the teacher model as much as possible,
we match the student model with the teacher model in
terms of features, and the objective function of the stu-
dent model is defined as

Lgmkp = || f: — P (£, 27)

where f,, f, denotes the feature vectors of the teacher
model and the student model, respectively, and P(-) is
a projector to match the dimensionality of the feature
vectors. To further improve the accuracy of the stu-
dent model and reduce the training overhead, the stu-
dent model is made to directly reuse the linear layer of
the teacher model to ensure that it can perform correct
classification based on the learned feature knowledge.
Since the linear layers of our chosen models have the
same or similar structure, the computational complex-
ity of the student model remains almost unchanged.
Using the client model as the student model, we
show in Figure 3 the process of training the client
model using simKD at the server and at the local side,
respectively. When training on the server, the teacher
model and the client model are fed with the same data,
and the features of the teacher model are used as label
pairs for back-propagation of the client model. When
training locally, the forward propagation of the teacher
model is done on the server, and then the feature la-
bels are sent to the user, and the forward and backward
propagation of the client model is done locally.
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depending on the location where the student model is computed.

IV. SIMULATION RESULTS

In this section, we evaluate the performance of the
proposed DT-assisted KD framework and the joint re-
source management method of the Q-learning con-
vex optimization method in simulation. The transmis-
sion power p of all users is 0.1w, and the maximum
bandwidth b,,,, is 10 Mhz. All users are randomly
distributed within a distance d of 10 to 100 meters
from the server, and the channel gain h = % with
go = —40 dB and v = 2.8. The CPU frequency is
10 GHz and that of users is randomly in [0.5, 2] GHz.
The number of users K is 4 in the simulation. To
demonstrate the ability of the proposed DT-assisted
KD training method (KD) to adapt to heterogeneous

data and devices, we choose four models of different
sizes to match the client devices. Specifically, VGG-8,
ResNet-8x4, ResNet-14x4, and ResNet-26x4 are used
as student models and ResNet-32x4 as the teacher
model, and the performance is tested on datasets with
different distributions. The time of training student
model for one epoch with unit giga CPU frequency
is 6.83s, 8.75s, 12.27s and 18.96s respectively.

Datasets and baselines. We used two ways to slice
the CIFAR-100 dataset: Images from all categories
are divided into four equal parts to form four IID sub-
datasets. Divide the dataset according to image cate-
gories, each having 25 categories of images, to obtain
four mutually orthogonal Non-IID sub-datasets. We
compare the proposed algorithm with traditional fed-
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eral learning[47] (FL), as well as with the way to train
student models individually at each client (STU). It is
noted that among the three algorithms, the KD-driven
method and the student-only model training approach
are able to deploy suitable models for different de-
vices, while the conventional FL is able to use only
one model due to the need for parameter aggregation.

Training details. We use the SGD optimizer for
training and set the training epoch to 100. For KD, we
set the Nesterov momentum and initial learning rate to
0.9 and 0.05 and divide the learning rate by 5 at the
45th, 60th, 75th, and 90th of the total 100 epochs. The
mini-batch is set to 64 and the weight decay is set to
7.5 x 10~*. For FL, we set the parameters based on
[47]. STU uses the same parameters as KD.

4.1 Performance of DT-Assisted KD Training
Method

To show the performance difference between the dif-
ferent methods, we compare the accuracy obtained by
training the vgg-8 on different datasets. Figure 4 and
Figure 5 show the accuracy curves of each algorithm
trained on the IID dataset. It can be observed that both
KD and conventional FL achieve good performance,
while the accuracy of the student model trained alone
is poor. This is due to the fact that the first two meth-
ods are able to rely on a strong teacher model or other
student models to update their own parameters and
broaden the knowledge sources of the model, thus ef-
fectively improving the model performance. In con-
trast, training student models based on their own data
only leads to a severe limitation in model accuracy due
to the lack of training data volume. Specifically, KD
and FL were able to obtain 62.71% and 59.90% accu-
racy, respectively, significantly better than STU’s ac-
curacy limit of 43.23%, and their convergence stability
is also seen by the images to be better. Although the
conventional FL can achieve good results on the IID
dataset, the KD-driven training method still achieves
an accuracy improvement of 2.81%.

Figure 6 - Figure 8 show the training results on the
Non-IID datasets. To illustrate the detrimental effect
of heterogeneous datasets on accuracy, we examine
the accuracy of the model on the original test data and
the heterogeneous test data, respectively. The original
dataset contains all 100 kinds of test images, and the
heterogeneous dataset only extracts 25 kinds of images
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Figure 4. Test accuracy with IID training set.
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Figure 5. Train accuracy with IID training set.

that match the training data. Since the traditional FL
needs to aggregate the parameters of the models from
different clients, the accuracy of the model on the het-
erogeneous test set is comparable to that of the origi-
nal test set. Obviously, FL fails to converge at all on
the heterogeneous dataset. Even after 100 epochs of
training, the classification accuracy is still around 1%,
which is basically the same as that of random clas-
sification. This result is consistent with the findings
of Sattler et al.[48]. Although the FLL method is set
up for a federation learning scenario, it only considers
the IID data distribution among clients. In this case,
the expectation of the empirical risk function across
clients is usually considered to be an unbiased estimate
of the expectation of the total data. The above results
demonstrate that good performance can be achieved
using the FLL method. However, the unbiasedness in
the above assumptions no longer holds in the Non-1ID
case. As a result, the weights of the model are updated
in different directions for different clients during the
training process. Since traditional FL uses weight av-
eraging to aggregate the parameters of each model, the
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Figure 8. Train accuracy with Non-IID training set.

Non-IID data distribution makes it no longer conver-
gent [14].

While the proposed KD-driven method shows good
adaptability on the Non-IID dataset. Unlike traditional
knowledge distillation schemes, simKD aims at mak-
ing the student model learn the feature extraction ca-
pabilities of the teacher model. In the Non-IID case,
the student model has only 25 training labels, mean-
ing that the labels of the remaining 75 images are al-
ways zero for the classifier. This leads the model to
reduce the classification probability of these 75 im-
ages as much as possible during training in order to
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Figure 9. Test accuracy of different models training with
KD on IID training set.
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Figure 10. Test accuracy of different models training with
KD on Non-IID training set.

obtain higher training accuracy. Therefore, it leads to
a significant decrease in the accuracy of the model on
the complete test data. This problem is largely alle-
viated by making the student model reuse the clas-
sifier of the teacher model and perform deep feature
alignment. This is because in image recognition tasks,
the operations performed to extract features from dif-
ferent images are often similar, while the classifier
must learn based on a specific image class. The ac-
curacy of the training set illustrates that the KD-driven
method can converge quickly and has good stability.
It can be seen that the accuracy on the heterogeneous
test set is significantly higher than that on the origi-
nal dataset, which is due to the fact that dividing the
dataset keeps the distribution of test and training data
consistent, while the class and total number of images
are greatly reduced. Therefore, the training difficulty
of the model decreases. In this case, KD is able to
achieve a 14% performance improvement compared
to STU. The accuracy of both KD and STU decreases
significantly on the original test set. Clearly, the lack
of 75 classes of training images severely affects the
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Table 1. Test accuracy (%) on the full dataset.

Method KD FL Student Model
Training set 11D Non-I1ID 11D Non-I1ID 11D Non-IID
Model Top-1 | Top-5 | Top-1 | Top-5 | Top-1 | Top-5 | Top-1 | Top-5 | Top-1 | Top-5 | Top-1 | Top-5
VGG-8 62.71 | 86.61 | 23.60 | 63.51 | 59.90 | 84.49 1.12 5.01 4323 | 73.83 | 18.16 | 23.62
ResNet-8x4 68.13 | 90.85 | 25.81 | 67.88 | 62.13 | 87.00 1.47 5.40 45.26 | 76.53 | 18.50 | 24.00
ResNet-14x4 | 71.84 | 9240 | 2848 | 7343 | 65.64 | 88.50 1.43 5.11 4997 | 79.29 | 19.35 | 24.08
ResNet-26x4 | 72.55 | 92.59 | 28.73 | 73.51 | 66.10 | 89.22 1.23 5.04 49.32 | 78.66 | 19.53 | 24.20

Table 2. Test accuracy (%) on the private dataset.

Method KD FL Student Model
Model Top-1 | Top-5 | Top-1 | Top-5 | Top-1 | Top-5
VGG-8 86.53 | 96.75 4.47 20.04 | 7259 | 9447
ResNet-8x4 89.46 | 98.11 5.88 21.60 | 73.95 | 95.99
ResNet-14x4 | 90.98 | 98.11 5.72 2044 | 7736 | 96.31
ResNet-26x4 | 90.14 | 97.75 4.92 20.16 | 78.08 | 96.79

classification ability of the model, and the huge dif-
ference between the results in Figure 6 and Figure 7
indicates that the model has difficulty identifying the
missing classes of images in the training set. In this
case, learning the knowledge of the teacher model can
effectively compensate for the adverse effects of miss-
ing training data, and a 5.4% performance improve-
ment is obtained compared to STU.

KD not only improves the performance of client
models, but also adapts well to different sizes of stu-
dent models. Figure 9 and Figure 10 show the tested
accuracy of different client-side models trained with
KD. It can be observed that each model can converge
quickly and stabilize to a high accuracy. The final ac-
curacy achieved by different models varies, which is
determined by the representational power of the mod-
els themselves. In addition, the models converge faster
when trained on IID data than Non-IID data. This is
because the number of images is the same for both
data, and the difference in the distribution between the
heterogeneous training sets and test sets increases the
difficulty of training.

Table 1 and Table 2 show the optimal accuracy of
all methods to train different client models. It is clear
that KD achieves the optimal performance in all cases.
In contrast, FL is able to achieve good performance on
IID data, but cannot handle Non-IID data. While STU
does not suffer from the same catastrophic accuracy
degradation as FL, its performance is also unsatisfac-
tory on Non-IID data.

4.2 Performance of Joint Optimization of Q-
learning and Convex Optimization

To evaluate the performance of the proposed joint op-
timization of Q-learning and convex optimization, we
compare it with the other three methods. The Q-
learning only uses the Q-learning to select student
models and allocate resources for all users, by com-
paring with this method the effectiveness of jointly us-
ing convex optimization can be proved. The FL-Min
and FL-Max simply choose the same minimum/maxi-
mum student models for all users and then use the Q-
learning to determine the offloading method and con-
vex optimization to allocate resources, by comparing
these two methods the importance of selecting a differ-
ent model for different users can be shown. In Table
3 and Table 4, the average delay is the average time
taken to train an epoch by K users in the system, and
the Acc-Own is the accuracy of the K student mod-
els on its own private dataset, and the Acc-Avg is the
average accuracy of the K student model on all users’
dataset. We also counted the probability of different
student models being selected when using different al-
gorithms, as is shown in the last four lines in Table 3
and Table 4. As is shown in Table 3 and Table 4 the
proposed joint optimization methods always achieve
the best performance in objective value, because Q-
learning allows users to choose the best student model
and offload methods, and convex optimization can find
the best resource allocation solution on the basis of Q-
learning. Moreover, according to [49], in problems
with finite discrete action spaces, Q-learning always
converges to the Bellman optimal solution after ade-
quate training epochs. Since both m and x are discrete
values, the Q-learning can achieve the Bellman opti-
mal solution, theoretically. However, if Q-learning is
used to jointly select student models and allocate re-
sources, the action space of the problem will be infi-
nite, since f and b are continuous values. Therefore, it
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Table 3. Performance of different algorithms on Non-IID dataset.

Metric Proposed Method | Q-learning Only | FL-Min | FL-Max
Objective Value -1.03 -0.99 -0.95 0.0075
Average Delay 14.33 s 15.66 s 14.02 s 27.01s
Acc-Own 90.19 % 89.72 % 1.12 % 1.23 %
Acc-Avg 27.10 % 26.52 % 1.12 % 1.23 %
Probability of VGG-8 1.5 % 6.5 % 100 % 0%
Probability of ResNet-8x4 50.5 % 62.0 % 0 % 0%
Probability of ResNet-14x4 48.0 % 28.0 % 0 % 0%
Probability of ResNet-26x4 0.0 % 3.5% 0.0 % 100 %
Table 4. Performance of different algorithms on IID dataset.
Metric Proposed Method | Q-learning Only | FL-Min | FL-Max
Objective Value -1.27 -1.22 -1.11 0.0074
Average Delay 1391s 18.09 s 13.07 s 20.55 s
Acc-Own 71.17 % 70.47 % 599 % | 65.64 %
Acc-Avg 71.17 % 70.47 % 599 % | 65.64 %
Probability of VGG-8 0.5 % 0.0 % 100 % 0%
Probability of ResNet-8x4 17.0 39 % 0 % 0%
Probability of ResNet-14x4 80.0 49.5 % 0% 0 %
Probability of ResNet-26x4 2.5 % 11.5% 0.0 % 100 %

is challenging for Q-learning to achieve high perfor-
mance, and the Q-learning only method always has
lower performance than proposed joint optimization
methods. Remarkably, although the Q-learning only
method is worse than joint optimization, due to the re-
sources management, it is always better than FL-Max
and FL-Min with the best resources allocation scheme.
This phenomenon reveals the importance of choos-
ing different student models for devices with heteroge-
neous computing resources. The FL-Min always has a
minimum average delay in training one epoch due to
the low transmission delay and training delay caused
by the minimum model size.

According to Table 1 and Table 2, although the
larger student model has a higher average performance
in all users’ datasets, the performance of the largest
model ResNet-26x4 on the user’s private data is not
better than ResNet-14x4. This is because large mod-
els have a greater ability to extract general features of
the dataset, as a result, its performance on a specific
dataset may not be as good as that of a small model due
to the effect of average features. Due to the heteroge-
neous objectives of the users, the student model needs
to achieve good performance on the user’s own private
dataset, thus the Q-learning-based model selection al-
gorithm rarely selects the largest ResNet-26x4 as the
student model since the its accuracy on user’s private

dataset is poor.

V. CONCLUSION

In this paper, we have studied the problem of hetero-
geneity of data, computing resources, and objectives
for users in FL systems. We have proposed a DT-
assisted KD framework so that different users can se-
lect different NN models in FL systems. Then, we
have jointly used Q-learning and convex optimiza-
tion to select NN models and allocate resources for
each user. Simulation results have validated the ef-
fectiveness and efficiency of the proposed framework
and joint optimization method. Our work can offer
valuable insights into the importance yet the under-
explored field of heterogeneity in FL systems, and give
a promising application for DT technology. In future
work, we will focus on the distributed optimization
method to solve the problem of model selection and
resource management.
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