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Abstract—Due to the wireless broadcasting and broad coverage
in satellite-supported Internet of things (IoT) networks, the IoT
nodes are susceptible to eavesdropping threats. Considering the
distance difference between satellite and nearby destinations is
negligible, the main and wiretapping channels between satellite
and IoT node are similar, it poses great challenges to reach
physical layer security in satellite-assisted IoT networks. In this
paper, to guarantee secure transmissions for satellite-assisted
IoT downlink communications, the multi-domain resource mul-
tiplexing based secure approach is proposed. Particularly, the
self-induced co-channel interference between adjacent nodes is
leveraged to increase the difference of signal transmission quality
over both main and wiretapping channels. By comprehensively
optimizing multi-domain resources, i.e., frequency, power, and
spatial domains, secure transmissions from satellite to IoT nodes
are reached. Specifically, the problem to maximize the sum
secrecy rate of IoT nodes is formulated with a constraint of
common communication rate of IoT nodes. To solve this non-
convex problem, an alternating optimization (AQ) algorithm with
two inner successive convex approximation (SCA) algorithms are
executed to solve the power allocation, spectral multiplexing,
and precoding. In addition, simulation results are carried out to
evaluate the secrecy rate performance and verify the efficiency
of our proposed approach.

Index Terms—LEO satellite, IoT, physical layer security, sum
secrecy rate, multi-domain resource multiplexing.

I. INTRODUCTION

Due to the wide broadcasting and full coverage, satel-
lite communication has attracted great attention towards 6G
networks [1]-[3]. Especially, low earth orbit (LEO) satel-
lite network is involving in constructing satellite-air-ground
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integrated networks, since its low latency and attenuation,
flexible deployment, and strong resistance to natural disaster
[4], [5], which has potential advantages in providing mobile
broadband for applications in complex geographical environ-
ment service, such as Internet of things (IoT) [6], [7], vehicle
networks [8], navigation and monitoring [9], etc. Particularly,
we summarize the benefits of satellite-supported networks
such as cost-effectiveness, low latency, wider range, greater
reliability, transformation of infrastructure, etc [4]. Recently,
IoT applications have been booming in the industry with the
number of IoT connected devices being increasing [10]. For
the large-scale distributed IoT nodes, satellite networks have
shown unique advantages in offering ubiquitous connectivity
with limited or no access to terrestrial networks [11]-[13].
Therefore, LEO satellite can be a great option for IoT applica-
tions. However, massive data created from IoT nodes requires
effective spectral efficient technologies to meet the high-speed
data transmission [14], [15]. Besides, lightweight security is
urgent due to the limited resource at satellite and the low-
power consumption of IoT [16].

To improve the utilization of spectrum resource, frequency
multiplexing or spectrum sharing is generally adopted in
multi-beam satellite networks [17]-[19]. Whereas, co-channel
interference is also introduced, which brings a drawback for
system performance and abundant works have been inves-
tigated addressing on the topic of interference cancellation
[20]-[22]. Interestingly, it has been verified in [23] that the
detrimental co-channel interference actually benefits the secure
transmission, as it facilitates the implementation of physical
layer security. Based on the information theory, the physical
layer security relies on the randomness difference of wireless
channel. However, different from terrestrial communications,
the line-of-sight is dominant in satellite networks, leading to
similarity in the downlink channels. Besides, satellite beam
is widely broadcasting and passive eavesdropping threats are
hard to avoid. This poses challenges to implement physical
layer security for the downlink of satellite-supported IoT
networks.

To resist the eavesdropping threats, physical layer security
approach as the lightweight way has been widely studied in
wireless communications, which is carried out through signal
processing, e.g., secure coding, beamforming, and relaying,
etc. [24]-[26]. In satellite communications, physical layer
security has attracted great research interests in recent years.
An overview on physical layer security in LEO satellite system
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Fig. 1. Downlink eavesdropping scenario in satellite supporting IoT networks.

is investigated in [25]. It is studied that the fundamental
ability of physical layer security leads the encryption to code
and to provide a positive secrecy capacity. In the downlink
hybrid satellite-terrestrial network, an opportunistic user-relay
selection criteria is proposed in [27] to guarantee the secure
transmission, where the secrecy outage probability (SOP) is
quantitatively analyzed. Considering an integrated satellite-
terrestrial network, the interference between satellite and ter-
restrial downlinks is used to implement the physical layer
security in both satellite and terrestrial links by beamforming
[28], [29]. The Unmanned Aerial Vehicle (UAV) is exploited
as a relay to improve the secure multi-beam satellite commu-
nications in [30], where the artificial noise (AN) is created
by UAV to confuse Eve. Particularly, satellite beamforming
(BF) and UAV power allocation (PA) are jointly optimized
to maximize the secrecy rate performance of satellite users.
It reveals that the secure transmission can be achieved with
the assistance of external infrastructure to satellite system. In
addition, several investigations have focused on independent
satellite communications, where more resource with multiple
dimensions can be utilized to conduct signal processing. For
both the colluded and collaborated eavesdropping scenarios,
a threshold-based scheduling scheme is proposed in [31] and
the closed-form expression for the average secrecy capacity
(ASC) is derived based on the proposed user scheduling
scheme, where the asymptotic analysis for the SOP is given
at high signal-to-noise ratio (SNR) regions. The secrecy rate
performance is analyzed in satellite communications based
on frequency domain non-orthogonal multiple access (FD-
NOMA) and the impact of the level of spectral overlapping
on secrecy rate performance is also analyzed in [32].
Appreciating to previous related works, however the avail-
able resources vehemently address on the security issue to
complete the signal processing while the sacrifice of common
communication performance has not been investigated. It
is still challenging to implement physical layer security in
satellite networks without additional assistance. In this paper,
we investigate the secure transmission in the downlink of
satellite-supported IoT networks in areas without terrestrial
networks shown in Fig. 1, where the multi-beam satellite
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service is provided and multiple IoT nodes are within each
beam. The frequency division multiplexing (FDM) scheme is
adopted in the downlink access for multiple IoT nodes within
a beam. Particularly, the spectral partially overlapping among
IoT nodes is considered, thus the co-channel interference can
be leveraged to assist the implementation of physical layer
security. Specifically, we aim to jointly optimize the level of
spectral overlapping, the power allocation to each IoT node,
and the spatial precoding for designing the interference to
strengthen secure communication. We summarize the contri-
butions of this paper as follows.

o Considering the similarity among satellite channels, we
conduct a framework to realize secure transmissions
in satellite-supported IoT networks with multi-domain
resource multiplexing. On this basis, the self-induced co-
channel interference among IoT nodes can be designed to
unevenly damage a pair of main and wiretapping channels
where the secure transmission between satellite and IoT
nodes can be realized. Particularly, the interference can be
handled by the signal processing from multi-domain, i.e.,
frequency domain, power domain, spatial domain, which
facilitates the implementation of physical layer security in
case of channel similarity and limited resource at satellite.

o The problem to maximize the sum secrecy rate of satellite
downlink transmissions is formulated, where the commu-
nication achievable rate of each IoT node is constrained.
Since the mixed multiplications of quadratic terms exist
in the objective function and constraints, reformulations
by Taylor expansion and semidefinite relaxation (SDR)
are made to transform the problem into a bi-convex
problem, which can be solved by a two-stage alterna-
tion optimization approach. Besides, the tightness of the
relaxation is proved by the proof of rank-one.

e To find the solutions of multi-resource optimization,
an alternating optimization with successive convex ap-
proximation (AO-SCA) approach is proposed to solve
the reformulated bi-convex problem. Performance of the
reference algorithms in the open literature is also given
for comparisons. In addition, simulations are carried out
to verify the efficiency of our proposed approach and
evaluate the impact of system parameters on the sum
secrecy rate performance.

The reminder of this work is organized as follows. In
Section II, the system design and problem formulation are first
depicted, the multi-domain resource multiplexing based secure
transmission approach is conducted in Section III. Extensive
simulations are carried out in Section IV to evaluate the sum
secrecy rate performance of satellite downlinks. Finally, this
paper is concluded in Section V. In addition, main notations
are defined as shown in Table I.

Notations: ()T denotes the complex conjugate transpose. |-|
and ||| stand for the absolute value and Euclidean norm of
a vector, respectively. Tr (+) and rank (-) denote the trace and
rank of a matrix, respectively. C"*™ denotes a complex space
of n x m. [z]T = max (z,0). e is the natural constant.
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TABLE I
SUMMARY OF MAIN NOTATIONS AND DEFINITIONS

Notation Definition

M Number of IoT nodes in each satellite beam
N Number of satellite beams

Pg Satellite transmit power

G Maximum satellite antenna gain

«@ Spectral overlapping factor

IN, & The k" ToT node in nt" satellite beam
P,k Power allocation to IN,, j

Wh k € CN*1  Precoding vector for IN, &

h, ;€ chx1 Channel vector between satellite and IN,
8n,k € CchNx1 Wiretapping channel vector targeting IN,, 3
Ry k Secrecy rate from satellite to IN,

yg’ b SINR received at IN,, ;. from the main channel
WfL! b SINR received at Eve targeting IN,,

¢ Correlation coefficient among received signals
e The natural constant

Cn, k Constraint of communication rate of IN,, g
wm};t MRT-based precoding vector

wff & ZF-based precoding vector

A Channel estimate error

€ Error margin

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider a downlink eavesdropping scenario in satellite
supporting 10T networks illustrated in Fig. 1, where a multi-
beam satellite with N beams is deployed and M IoT nodes
are assumed in each satellite beam. In each beam, we adopt
frequency division non-orthogonal multiplexing (FD-NOM)
for IoT nodes getting access to satellite downlink. In Fig.
2, the adjacent bandwidths between two IoT nodes have the
proportion « of its spectral overlapped, where o« = % and Af
denotes the overlapping spectral between two nodes and B is
the bandwidth of each node. We define « as the spectral over-
lapping factor (SOF). The power domain is also divided and
these M nodes are allocated different signal transmit power.
Besides, spatial precoding is considered which introduces
another domain of multiplexing in the spatial domain. Thus,
a framework of multi-domain resource multiplexing among
a FD-NOM frame with M nodes is realized. In addition,
we assume multiple Eves hide in the coverage of multi-
satellite targeting to wiretap the downlink transmissions for
IoT nodes. The IoT node and Eve are equipped with single
receive antenna, and the multi-beam of satellite is formed by
adopting the single feed per beam (SFPB) architecture [30].

The signal received by the k" 10T node in n*" beam (IN,, ;)
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Fig. 2. Multi-domain Resource Multiplexing in satellite supporting IoT

networks (Frequency, power, and spatial domains).

can be represented as

b _ /P
yn,k - Pn,khnvk-wn,ksn,k: + Non,k
M-1 M-1

1 t jQﬂ(ifk)m'a
+ Mhmk Z Z P iWn ieSn,i€ M » (D
m=0 i#k,i=0

IUI

where s, 1, and s,, ; are the transmit signals from satellite to
IN,, , and IN,, ; respectively, P, j denotes the transmit power
allocated to IN,, i, h,, , € CN*1 denotes the channel vector
between satellite and this node, T is the operator of complex
conjugate transpose, Wy, , € CN*1 is the precoding vector for
IN,, 1, and n,, 1, is the additive white Gaussian noise (AWGN)
received at IN,, .. In (1), the received signal from satellite
of each IoT node is disturbed by other nodes in a FD-NOM
frame shown in Fig. 2 and the inter-user-interference (IUI) is
resulted in when « # 1. Based on the multi-domain resource
multiplexing model in Fig. 2, the SOF « can also be seen as
the inter-carrier interval and the IUI can be calculated as in
(D).

Particularly, the free space path loss (FSPL), rain atten-
uation, and satellite beam gain are generally considered to
construct the channel model. Thus the channel vector from
satellite to the k*" ToT h,, i, is defined by [28], [33]

hy, 1, = /CrbB exp (—j6), 2)

where Cp denotes the FSPL, b denotes the beam gain,
denotes the channel gain due to rain attenuation, and 6
is the phase vector with uniform distribution over [0, 27).
Specifically,

Cr = (\4r)?) (d* + 1h?), 3)

where A denotes signal wavelength, d denotes the distance
from the beam center to the center of satellite coverage, and
h accounts for the height of satellite. Besides, the beam gain
is defined by

b:G(J1 (o) _ 55T (“°)>2, @)

2
2ug ug

where G denotes the maximum satellite antenna gain, ug =
2.07123% with a being the elevation angle between

the beam center and IN,, x, and a5, being the 3 dB angle of

satellite beam. Additionally, J; (-) and J5 (-) are the first-kind
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Bessel functions of order 1 and 3, respectively. 3 is modeled
as a log-normal random variable, i.c., In (845) ~ N (u, 62)
with 8,45 being the dB form of .

Considering a pessimistic eavesdropping scenario, an Eve
targeting to wiretap IN,, , works with the same spectral as
IN,, . Therefore, M Eves are assumed to wiretap a FD-NOM
frame with M nodes in a beam. Without loss of generality,
the received signal by Eve targeting IN,, ;, can be expressed
as

yrc;,]g =V Pmkgjl_’kwn’ksn,k + Ne
M-1 M-1

1 o (i—k)m
+ngl7k Z Z V Pn,iwn,ksn,ie]zw M av (5)

m=0 i#k,i=0

1UI

where g;rl’ i 18 the wiretapping channel vector targeting IN,,
and it follows the same statistical property as hLyk.
Based on the Eqns. (1) and (5), the signal-to-interference-

plus-noise-ratio (SINR) of both main channel and wiretapping
channel of IN,, ;, can be respectively calculated as

b P, xw) yhy bl w, g
’Yn k= M—1 ) (6)
> Puawh hahl  wie + 1
ik, i=0

Pn,kWT kgn,kgT LWn.k
Tk = - - , D

! t t
Z Pn,iwnykgn,kgn’kwn,kci +1
i£k,i=0

where

_ | _sinc(a@ (i —K)) jaazaip ’ (8)

sinc (a(i — k) /M) ’

with the SOF «a being defined by o = % (Af denotes
the overlapping spectral between two nodes and B is the
bandwidth of each node). Thus ¢; represents the correlation
coefficient among received signals.

According to the information security theory with Wyner
wiretap channel model [34], the secure transmission can be
reached when the main channel capacity is greater than the
eavesdropping capacity. By using the SINRs in (6) and (7),
the secrecy rate of IN,, ;, can be calculated as [24], [35]

e \1+
Ry = [logy (1+ ’Yfl,k) —logy (1+54)] ©)
where [z]" = max (z,0).
To improve the secrecy performance, we formulate a prob-
lem to maximize the sum secrecy rate of legitimate IoT nodes
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in each satellite beam, which can be mathematically written

as
P1: Win;i);k %:Rn,k (10)

S.t.: Cn,k- > Cn,k'v (102)

lwoie|* < Ps, (10b)

Y Pp=1, (10c)

k
0< Poi <1, (10d)
0<a<l, (10e)

where the constraint in (10a) ensures a predefined com-
mon communication rate (C, ;) for each IoT nodes to guar-
antee a minimum transmission requirement, and C), =
log, (1 + 727 k) is the achieved communication rate of IN,, j;
(10b) constrains the maximum transmission power in each
satellite beam where ||-|| stands for the Euclidean norm of
a vector; the power allocation to IoT nodes in the beam is
constrained by (10c); with the transmit power of satellite beam
Wk 2 the power allocation of IN,, 1, is constrained by P, j
in (10d); and the bandwidth overlapping factor is constrained
by (10e). Based on (6) and (7), we can see that there exists the
product of multiple variables and fractional polynomials in the
objective function and constraints in problem P1. Therefore,
P1 is obviously non-convex and it is intractable.

III. MULTI-DOMAIN RESOURCE MULTIPLEXING BASED
SECURE TRANSMISSION

Considering the channel similarity among satellite channels,
it is hard to guarantee a positive capacity difference between
both main and eavesdropping capacity and reach a secure
transmission. However, based on (6) and (7), it can be found
that the IUI power can be leveraged to obtain a positive capac-
ity difference. Moreover, the formulated 71 can guarantee the
secure transmission of each node. Particularly, the IUT power
is designed by the multi-domain resource multiplexing, which
directs a solution with multi-domain resource optimization
for solving P1. Therefore, the main connotation of multi-
domain resource multiplexing is to introduce the IUT and
design its power from frequency, power, and spatial domains
for increasing the SINR difference between both main and
eavesdropping satellite channels.

In this section, to solve such intractable problem, the sub-
sequent reformulations are made to facilitate the exploration
of solutions. Particularly, the Taylor expansion and SDR are
adopted to reformulate the primal problem to a solvable form
and then the AO-SCA approach for multi-resource optimiza-
tion is proposed to maximize the sum secrecy rate of the
downlink of satellite-supporting IoT networks. In addition, for
the reference propose, the approach that joint optimization of
power allocation and spectral multiplexing and the approach
that joint optimization of power allocation and precoding are
carried out, respectively.

A. Problem Reformulations

To replace the quadratic terms in P1, we first make the
following definitions: H,, ;, = hn,khl o Wk = wn,kw;rb 0
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Rnk:

)

M-1
1+ (1 - Ci) Pn,k:Hn,k:ka + E Pn,iHn,kaici

=0

log, ( T
1+ Z Pn,iHn,k-Wn,iCi
i#k,i=0

) —logy (

5

M—-1
14+ (1= ¢)PapGriWani + > PoiGniWhaic
=0
M—-1 )
1+ Z Pn,iGn,kWn,iCi
i#k,i=0
(11)

and G, = gmkglk. Based on (P1), only the positive
secrecy rate of all the ‘nodes will indicate a feasible solution.
For easy analysis, we remove the []* in (9).

By substituting (6) and (7) into (9) and using the above
definitions, the secrecy rate of of IN,, ; can be reformulated
as shown in (11) at the top of this page.

By introducing exponential functions, we have following
replacements

M—-1
etk =1 4 (1 _ Ci) Pn,an,kWn,k' + Z Pn,z'Hn,k'Wn,kCia
1=0
(12)
M-—1
eYn.k =1 + Z Pn_’iHn’kWn,kciv (13)
ik, i=0
M-1
efnk = 1 + (1 - Ci) P71,,an7kWn7]¢ =+ Z Pn,iGn,kWn,kCiv
1=0
(14)
M—-1
elvnk =1 4+ Z Pn,iGn,kWn,kCi- (15)
ik, i=0

By using (12-15), the objective function can be rewritten
as

Z Rn,k = 10g2€ ! (Z Tn,k — Yn,k — Zn,k + vn,k:)~ (16)
k k

To reformulate the non-convex constraints, we introduce
new optimization variables to reformulate the objective func-
tion and constraints. Particularly, the exponential variables
have introduced corresponding constraints, which can be writ-
ten as

M—1
etk <14 (1 - Ci) P, H, W, 1+ Z P, H, W, ici,
=0
a7
M—1
eVt > 14 > P iHy g W ke, (18)
i#k,i=0
M—1
ek > 1 4 (1 - Ci) Pn’an’kWn’k; + Z Pn,iGn,k:Wn,k:Ci7
=0 (19)
M-1
et <1+ > PoiGua Wk, (20)

i#k,i=0

Since the exponential function is monotonously increasing,
it can be observed that (18) and (19) are obviously non-convex.
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By using the first-order Taylor expansion of y,, . and v, i, (18)
and (20) can be respectively reformulated as

M-1
eymk (yn,k - gn,k + 1) >1+ Z Pn,iHn,k’Wn,iCia
i#£k,i=0
21
% (Zng — Zng +1) >
M-1
14+ (1= ¢) PukGusWak + > PoiGnaWopei, (22)
=0

where g, 1, and Z,, ;, are initial constants which can be updated
with an update step.
Besides, the constraint (10a) can be rewritten as

M-1
26k =1) D PuiHy, g Wiei— Py Hy )W), < 122600,
i#k,i=0
(23)
In (23), the common communication capacity is constrained,
which ensures the communication system has a basic perfor-
mance rather than burns it out for security. From (23), we can
see that the capacity of IoT node is concerned with the power
allocation, satellite transmit precoding, and the level of spectral
overlapping. Particularly, in these domain, i.e., power domain,
frequency domain, and spatial domain, the secrecy rate per-
formance is also affected by their distribution in these domain
based on the above. To address the secrecy rate performance of
satellite downlink and guarantee its common communication
capacity, the framework of multi-domain resource optimization
can be conducted.
Therefore, the problem P1 can be reformulated as

P2 WIEE?{Q 10g26 : Zk: (Ccn,k — Ynk — Znk T+ Un,k) (24)
s.t.: (106, 10d, 10e, 17, 20, 21, 22, 23) (24a)
Tr (W, i) < Ps, (24b)

ka >~ 0. (24¢)

From P2, it can be observed that there is a term of multi-
variable product in the constraints of P2, which indicates P2 is
still non-convex. To address the non-convexity due to the form
of multi-variable product, we propose an alternating iterative
optimization approach to conduct the joint optimization of
beamforming, bandwidth overlapping, and power allocation.
In addition, since W, j, = Wn,kwiz,k’ thus rank(W,, ) = 1,
however which is relaxed by the SDR in P2 and it is a general
operation for optimizing quadratic polynomials.
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B. AO-SCA Approach For Multi-resource Optimization

To carry out the algorithm for solving P2, the optimization
variables are first merged. To replace both the optimization
variables P, ; and Wy, we define

Wn,i = Pn,iwn,k’v (25)

and keep (24b) in mind, (25) is constrained by

> Tr(wi) < Ps. (26)

Considering the precoding vector Implies a condition repre-
sented as

IWoil?=1,k=1,.., M. 27)

(10b) and (10c), the merged variable w; can be constrained
by > Tr (w;) < Ps.

7
Since the product term of w,; and ¢; still exists, thus a
two-stage alternating iteration optimization approach can be
conducted to find the solutions. For the first stage, the problem
for solving w,, ; can be represented as

P3: maxlogye - (Z Toge = Yk — 2ok + Vng)  (28)
n,i &
M-1
s.L.: (QC"L’k_l) Z Wi i Hy, g Ci—wn  Hyy g < 126005
i#£k,i=0
(28a)
M-1
e <14+ (1—c)wnsHpk+ Y wniHpgei,  (28b)
=0

M-—1

eV (Yoo = Gnp +1) > > wniHpge; +1, (280)
i£k,i=0
ek (Zn,k - én,k + 1) >

M-1
14+ (1= ) wnkGrk + Y wniGpici, (28d)

1=0

M-—1
et <1+ Y wn G, (28¢)
i#k,i=0
> Tr(wi) < Ps, (28f)
i

wi = 0. (282)

Theorem 1. For any feasible solution of P3, the rank of w;
is 1.

Proof. The proof of Theorem 1 can be seen in appendix A.
|

It can be found that P3 is convex and it can be solved by
CVX tool when ¢; is given, and ¥, and Z, j are initialized.
We assume wy, ; to be the solution of P3 and it can be

substituted into P2 to conduct the second stage optimization
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for solving ¢;. Particularly, with wy, ;

;, output from the first
stage, P2 can be rewritten as

P4 - niaxlogge . (Z Tnk — Yn,k — Znk + Un,,k) (29)

k

M—1
. C"L C C/” o
s.t.: (2 ”‘—1) Z H,, rw,, jci—Hy gw, o < 125,

i#k,i=0

(292)

M-1
e <14 (1—c)wy  Huk+ Y wniHpgei,  (29b)

i=0

) M-1
eV (Y = Pnp +1) 21+ > wniHpy ke, (290)

i#k,i=0

eFnk (Zn,k - gn,k + 1) Z
M—1
1+ (1 =c)wp y Gk + Y wniGpici, (29d)
=0
M-1
elmk <14 Z wy ;G kCi, (29)
i#k,i=0

0<¢ <1, (29f)

where (29f) can be obtained by using (8)

sinc (a (i — k)) |7

0<c < |- : <1. 30
=G sinc (a (¢t — k) /M)| — (30)

Therefore, P4 is also convex and which can be solved by
CVX tool. Particularly, we conduct the completed algorithm as
shown in Algorithm 1 at the top of the next page. Particularly,
a two-stage SCA-based optimization algorithm is executed,
where in each iteration the P3 is solved for obtaining feasible
wy, ; in the first stage and the P4 is solved for obtaining
feasible ¢; in the second stage with the input of feasible wy, ;.
The tolerance ¢ is set in the two-stage optimization procedure
to find near-optimal solutions. Then the output ¢; from the
second stage updates the inputs in next iteration. Thus an
alternating optimization between both two-stage optimizations
is realized and our proposed AO-SCA based multi-domain

resource optimization approach is carried out completely.

*
n

W i

Finally, we have P ; = [|w zH2 and wp ; = 5.
Complexity analysis: The AO-SCA based "multi-domain
resource optimization algorithm is carried out by two-stage
optimizations for solving P3 and P4 alternatively. To solve
P3, we adopt the cvx tool and carry out the SCA based
approach, where the main computational complexity is solving
the convex approximation problem in each iteration. Consid-
ering the semi-definite programming solver for solving wy, ; in
each iteration, the computational complexity can be calculated
by O(mazx{m,n}*n?), where m and n are the constraint
order and the dimension of equality constraints for SDP,
respectively. Thus, the complexity of the first stage can be
calculated as ¢ - (O((6M N + N)*) +1log(1/€)), where t is the
iteration number in this stage. Whereas for solving P4 with
obtaining c;, the complexity of the first stage can be calculated
as pu - (O(6MNlog(1/e€))). Finally, the total complexity of
AO-SCA can be calculated as I™2¥[t - (O((6M N + N)*) +
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Algorithm 1: AO-SCA based Multi-domain Resource
Optimization

Imput: {C, 1}, Ps.

Result: {w}; ;}, {¢;}.{Pn}
1 Initialization: initial values for ¥y, 1, Zn i, Ci:

{oe} (=) )

2 repeat

3 Set step t = 1;

4 repeat

5 Using the CVX solver sedumi to solve P3;

Output: {x;k} ) {yfm} ) {zgk} ) {vﬁk} ) {w;,k};

M

6 Obtain Rz,sum = Z I?L,kiyfnk - ZroL k =+ USL k -
= ; : .

7 Update {wa =Yg ik = ZZk}

8 | wnmtil |R!,, — R | <€

9 Set step = 1;

10 repeat

11 Using the CVX solver sedumi to solve P4;

Output: {x;k} , {y;k} , {ng} ) {”Z,k} At

M

12 Obtain Rg,sum = Z xz,k_y;,k - Z’;}L,k‘ + U?L,k .
k=1

13 Update < gt =y° ., 2l = 2°

P yn,k yn,k’ n,k nk [*
w | until [RE,, —RECL <6
15 until |R}Z78um — R | < &

16 Procedure End

log(1/)) + p - (O(6M Nlog(1/)))]log(1/e), and I™** is the
number of alternating iteration between these two stages of
optimizations.

C. Joint Optimization of Power Allocation and Spectral Mul-
tiplexing

MRT and ZF based precoding as fixed precoding schemes
have been widely used to enhance the link transmission or
suppress the signal leakage in multi-antenna systems, which
are usually adopted as benchmarks in researches with beam-
forming and precoding [36], [37]. However, by using the fixed
precoding scheme, our formulated problem is still not easy to
find the optimal solution. In this section, we aim to fix the
spatial dimension and another multi-domain optimization is
carried out to address the primal problem in other dimensions,
i.e., power domain and frequency domain.

For the reference propose, we first adopt MRT/ZF-based
precoding and jointly optimize the power allocation and
the bandwidth multiplexing to solve the primal problem
to maximize the sum secrecy rate of IoT nodes. Par-
ticularly, MRT/ZF-based precoding vectors are represented

as w'it = hy/|hy k], and wfjk = fy/||foll, where
—1

fo = <1M—gn,k (gl)kgn,k') gjl,k h;, i, respectively,

[38]-[40].
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When the Wy, is fixed and a new variable 5, = P, ¢, is
introduced, P2 can be reformulated as

P5 :pg}igk logse - (zk: Trk — Ynk — Znk + Unk) (31
M—1
st (29 =1) (1+ Y HpxWaiBi) < PoiHp g Wi,
i#k,i=0
(31a)
M-1
ek <14 P Hy g Wk + Y B iHn g Wo i, (31b)
i=0,i#£k
M-1
et (Yo = Gk +1) 214 > B iHy Wi, (310)
i#k,i=0
e (Zn e — Zng +1) >
M—1
1+ P71,,an,kWn,k + Zi:o,i;ﬁk 5n,iGn,kWn,1ia (31(1)
M-1
e <14 > BiGn kW, (31e)
i#k,i=0
> P < Ps, (33f)
k

0< Bk < P (31g)

By using the MRT/ZF-based precoding vectors, two ap-
proaches that jointly optimize the power allocation and the
bandwidth multiplexing with MRT and ZF based precoding
can be carried out to solve P5. Particularly, it can be seen
that 8, and P, j; can be simultaneously optimized. Since the
Taylor expansion is adopted, similarly the SCA-based joint
optimization of power allocation and bandwidth multiplexing
is proposed to realized these two approaches and the algorithm
is depicted as shown in the following Algorithm 2.

Algorithm 2: SCA-based Joint Optimization of Power
Allocation and Spectral Multiplexing

Imput: {C,, x}, Ps,{wn.}.

Result: {¢;}.{P,,;}.
1 Initialization: initial values for §y, k., Z 1 {0}, {Z}}.
2 Set stept =1;
3 repeat

4 Using the CVX solver sedumi to solve P5;
Output: {fv%,k»yi,mzZ,k>vZ,k’ﬂi,k7P£,k};
M
Pt _
5 Obtain Rs,sum - Z Tn kiy'z,k ~Znk T Unk

~t __ 0 st __ O
6 Update {ynyk = Yp ko> Zn k= an}
3 t t—1 .
7 until |R. . — R} | <e

8 Procedure End

D. Joint Optimization of Power Allocation and Precoding

We fix the multiplexing scheme to conduct the joint opti-
mization of power allocation and precoding for solving the
problem of sum secrecy rate. Without loss of generality,
orthogonal multiplexing access (OMA) [41], [42], is adopted
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in this section, then we have o« = 0 and ¢; = 0. In this case,
the equivalent optimization problem can be formulated as

P6 max log,e - (Z Trgk — Ynk — Znk + Onk) (32)

k
st —wp pHy, p < 1200k, (32a)
efn <14 w1 H oy ks (32b)
ek (Ynk — Gk +1) > 1, (320)
ek (ka — gmk + 1) >1+ wman,k, (32d)
elnk < 1, (32e)
> Tr(wi) < Ps, (32f)
1
w; = 0. (32g)

To solve the problem P6, the algorithm of SCA-based joint
optimization of power allocation and precoding can be carried
out as shown in Algorithm 3.

Algorithm 3: SCA-based Joint Optimization of Power
Allocation and Precoding

Imput: {C, 1}, Ps, .

Result: {W,, ;}.{P,}.
1 Initialization: initial values for §,, &, 2 k2 {70}, {Z0}.
2 Set stept=1;
3 repeat
4 Using the CVX solver sedumi to solve P6;

. o o o o o o .
OUtPUt' {xn,lw yn,k’ Zn,k7 vn,k’ Bn,k’ Pn,k}’

5 Obtain R? =

s,sum

o o
- Zn,k + Un,k .

~1 _ st —
6 Update {yn,k - yz,lw Zn,k: - sz,k}'
7until R, — R <€

8 Procedure End

IV. NUMERICAL RESULTS

In this section, we carry out extensive simulations to eval-
uate the secrecy rate performance of multi-domain resource
multiplexing based secure transmission for satellite supporting
IoT networks. Particularly, the impact of satellite transmission
power, number of satellite transmit antenna, number of IoT
nodes in a beam, and correlation coefficient on the maximum
sum secrecy rate are evaluated, respectively. Besides, the
convergence of our proposed algorithm is also evaluated. In
addition, the system parameters are set in Table II, where the
satellite channel model and main parameters setting reference
related works in [31], [33]. Specifically, the height of LEO
satellite is 600 Km, carrier frequency is 2 GHz, the maximum
beam gain is set to 46.6 dB, and the rain attenuation parameter
Peys =-3.152 and 6 = 1.6, and the 3 dB angle (for all beams)
is set to 0.4°.

In Fig. 3, the impact of satellite transmission power on the
maximum sum secrecy rate is evaluated. From Fig. 3, it can
be seen that the sum secrecy rate monotonously increases as
satellite transmission power and our proposed multi-resource
optimization scheme outperforms the benchmarks. This is
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TABLE II
SIMULATION PARAMETERS

System Parameters Numerical Value

Satellite height 600 Km

Carrier frequency 2 GHz

Maximum beam gain 46.6 dB

3 dB angle (for all beams) 0.4°

Rain attenuation parameters Heyp = -3.152, 52 =16
Channel estimation error 0, 0.2, 0.5

Speed of wave 3% 108 m/s

Noise power spectral density  -174 dBm/Hz
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Fig. 3. The impact of satellite transmission power on the maximum sum
secrecy rate. (N =4, M = 2,C,, j, = 1bit/s/Hz)

because that more power can be used to design the co-
channel interference by the AO-SCA algorithm as the satellite
transmission power increases, where more interference can be
designed to damage the Eve. Since the ZF-based precoding
scheme results in signal leakage, the received SINR of wire-
tapping channel is damaged and meanwhile the signal quality
of main channel is weakened. Whereas, for the MRT-based
precoding scheme, the signal quality in the main channel is
enhanced, as well as it in the wiretapping channel due to the
channel similarity. Besides, comparing with the approach that
jointly optimizes both power allocation and precoding based
on OMA, it indicates that the interference due to spectral
overlapping benefits the secrecy rate performance, and the
gain of sum secrecy rate increases as satellite transmission
power. In addition, the larger the maximum sum secrecy rate is
achieved when the channel estimation error is smaller. This is
because the precoding vector from AO-SCA algorithm would
lead to the leakage of legitimate signal and the IUI could not
suppress the Eve well when the channel estimation is error.
Fig. 4 shows the impact of satellite transmit antenna number
on the maximum sum secrecy rate, which shows the sum
secrecy rate monotonously increases as the number of transmit
antennas. This is because our proposed approach can focus
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Fig. 4. The impact of satellite transmit antenna number on the maximum
sum secrecy rate. (Ps = 20dB, M = 2,C,, j, = 2bit/s/Hz)

more centralized to confuse the Eve and enhance the main
satellite links as the number of transmit antennas, where the
interference can be well designed to confuse the Eve. For the
fixed precoding approaches, although the signal leakage can
be suppressed to a certain extent with ZF-based precoding
and the signal of main channel can be strengthened with MRT-
based precoding as the number of transmit antennas increases,
respectively, however the interference for damaging the Eve
is not well controlled.

Fig. 5 and Fig. 6 show the impact of the number of IoT
nodes and the correlation coefficient due to bandwidth over-
lapping on the maximum sum secrecy rate, respectively. From
Fig. 5, it can be seen that the sum secrecy rate is monotonously
increasing of the number of IoT nodes. Particularly, our
proposed approach shows superior advantages in the sum
secrecy rate performance. This is because the more inter-user
interference can be used to damage the Eves as the number
of IoT nodes increases. In Fig. 6, the correlation coefficient

14
—O— PA-SOF-Precoding opt., A = 0
‘S 13| |= 3% =PA-SOF-Precoding opt., A = 0.2
E = B = PA-SOF-Precoding opt., A = 0.5
@ PA-SOF opt. with ZF-Precoding
2 121 |—©—PA-Precoding opt. with OMA
2 —— PA-SOF opt. with MRT-Precoding D
(5]
*;’g 11
> +
3
= 10
|5}
5
@
%
g
5 el 1
= 7 1
. . . .

2 3 4 5 6 7 8
Number of IoT nodesM

Fig. 5. The impact of number of IoT nodes on the maximum sum secrecy
rate. (Ps = 20dB, N = 4,C,, j, = 2bit/s/Hz)
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Fig. 6. The impact of correlation coefficient on the maximum sum secrecy
rate. (Ps = 20dB, N =4, M = 2,C,, ;, = 1bit/s/Hz)

reflects the level of spectral overlapping between adjacent
channels from satellite to IoT nodes, where we can see that
the sum secrecy rate decreases as the correlation coefficient.
This is because the capacity of main channel is affected by
the co-channel interference and this effect surpasses it on
the wiretapping channel. In addition, it is observed that sum
secrecy rate performance decreases as the channel estimation
error increases. Similarly, our proposed approach outperforms
the benchmarks, since the signal leakage by the ZF-based
precoding and the received signal of wiretapping channel can
be also strengthened by the MRT-based precoding, while slight
interference can be used to confuse the Eve based on OMA.

In addition, the convergence of our proposed AO-SCA
approach for maximizing the secrecy rate is evaluated in Fig.
7. From Fig. 7, it can be seen that the AO-SCA algorithm
has fast convergence speed, which indicates low complexity.
The convergences in each stage of alternating procedures are
also evaluated in Fig. 7, where both the SCA-based joint
optimization of power allocation and precoding and the SCA-

2 - N PN S 7

Ca_/-v A4 J J Ay
. 18F ,
S
o
w16 J
£ 13| -+
SRV __-—Q————Q————Q
@ ol
2
T 12t ’ i
- 7
3 ’
o) L il
g 1! ’
$ ,/
g 0.8r , i
k2] /
g 06 * J
E ’ —O— AO-SCA based PA-SOF-Precoding opt.
2 04l L/ — 3 —SCA-basesd PA and Precoding opt. J
% , — B - SCA-based SOF opt.
= ’

02f , i
7
0* 1 1 1 1 1 1 1 1 1

1 15 2 25 3 3.5 4 4.5 5 5.5 6
Number of iterations

Fig. 7. The convergence of AO-SCA for maximizing the sum secrecy rate.
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10
based spectral multiplexing optimization have good conver- where
gence performance. C=A+(1—-¢)0+0 Z i (37)
and
V. CONCLUSIONS Mt
In this work, the secure tral.lsmission in satellite-supported A=rI+ ( A (207L,k_1) + <p) Z H,, ¢
IoT networks has been investigated. To address the channel ik 0
similarity between satellite downlinks and the limited re- M—1
source at satellite side, the multi—domz.lin resource mgltiplexing S (1) EGu € Z P G, (38)
scheme has been proposed to achieve the physical layer =0 Pk
security. Particularly, the. co-channel 1nter.ference is created and we can see that A = 0.
by the spectral overlapping among satellite downlink mul- By post-multiplying w; at both sides of (34), we have
tichannel in frequency domain, which is leveraged to be yP Py @i ’
designed for confusing the Eve. Based on this, the multi- N po
domain resource optimization has been conducted to maximize Awy, = (an,k +p Z P 71@ Gn,kci)wk‘- (39)
the sum secrecy rate of IoT nodes, where the power allocation i#ki=0 " "
of downlink transmission, the level of spectral overlapping, Thus,
and the multi-antenna precoding are jointly optimized. To
solve the formulated problem, the Taylor expansion and SDR rank (wy) = rank (Awg)
have been adopted to reformulate it into a solvable bi-convex < rank (H, ) + rank (G, k)
problem and a two-stage AO-SCA approach has been proposed <2, (40)
to find the near-optimal solution. To verify the efficiency ) ) N
of our proposed approach, extensive simulations have been Besides, by denoting
carried out and the performance of sum secrecy rate has been M—1
evaluated. Results reveal that the multi-domain resource multi- B=A— ( X+ (1 _ Ci)e +0 Z Ci)Hn, s 41)
plexing scheme can assist the implementation of physical layer i=0
securi.ty in §atellite-supported 'IOT networks. For future W(?rk, based on (34), we have
the dimension of multi-domain can be extended, e.g., time ’
domain and code domain, and a new framework addressing = P,
secure transmission could be realized. Buwp=p Z mG”v’fciw’f : (42)
i#k,i=0 "™
APPENDIX A From (42), the rank of matrix can be obtained as
PROOF OF THEOREM 1 M-1
Pmi
Proof. The Lagrangian function of P3 can be obtained as rank (Bwy) = rank(p Z P, kG”ﬂkciwk)
shown in (33) at the bottom of this page. Based on (33), we i#ki=0
take the partial derivative of £ () with respect to w,, j and <rank (Gn i) =1, (43)
apply KKT conditions as follows and if the following is achieved, i.e.,
M1 5
A-U={H,;+p S Gage, (34 N Pui
iﬂ%;() P, rank (Bwy) =rank | p Z 23 'k G, pcwi | =1, (44)
i#k,i=0 "™
Uw; =0, (35
we have
U > o0, (36) rank (B) < 1. (45)
M—1
LNO,0,6,7) =logse - (D Tng = Ynk — 2k + vnk) + A2 =1) Y wpiHppei—wn kHy g — 14+29%)
k i#k,i=0
M—1 M—1
- So(eyn’k (ynk - gn,k + 1) -1- Z Wn,iHn,kCi) + e(eln —-1- (1 - Ci)wn,an,k - Z Wn,iHn,k:Ci) - Uwi
i#k,i=0 i=0
M—1
— (e (g = Fnp +1) = 1= (1= ) Pag G Wik — > PuiGrisWoies) + 73 Tr(wi) — Ps)
i=0 i
M—1
et —1— " PpiGr W ci). (33)
i#k,i=0
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According to the following property of inequality

rank (B) 4+ rank (wy) < rank (Bwg) + N.  (46)
However, based on (41), the constraint is
N —1<rank(B) <N, 47)
which conflicts with (45). Therefore, in (43)
rank (Bwy) = 0, (48)
and (46) is rewritten as
rank (B) 4+ rank (w,) < N. (49)

By considering (49) and (47), the rank of wj, indicates

rank (wg) = 1. (50)

Thus, the proof is completed. |
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