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I. INTRODUCTION
integrated network (SAGIN)

satellite enabled vehicle communications. Particularly, the UAV is
exploited as a relay to improve the secure satellite-to-vehicle link,
and simultaneously serves as a jammer by deliberately generating
artificial noise (AN) to confuse Eve. The satellite beamform-
ing (BF) and UAV power allocation (PA) are jointly optimized
to maximize the secrecy rate of the legitimate user within a
target beam while guaranteeing the quality of service (QoS)
of users within other beams. Since the problem is nonconvex,
we first convert it into an equivalent two-stage problem. Then,
the outer-stage problem is solved by using one-dimensional
search, and the inner-stage problem is transformed to a bi-convex
problem by using the semi-definite relaxation (SDR) and Charnes
Cooper transformation. To solve the inner-stage bi-convex prob-
lem, we propose an iterative alternating optimization algorithm,
where the optimal BF is obtained by semi-definite programming
(SDP), and the optimal UAV PA is subsequently obtained by
solving the reformulated fractional programming problem with
an iterative Dinkelbach method. The tightness of SDR and the
complexity of our proposed approach are analyzed, and extensive
simulations are carried out to evaluate the effectiveness of our
proposed approach.

Index Terms— Satellite-enabled vehicle communications, UAV
relay, channel similarity, physical layer security.
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PACE-AIR-GROUND
Senables full network coverage range and flexible
resource management, which can increase the network
capability, provides seamless connectivity, and enhance
network performance [1]. Recently, researchers have actively
engaged in investigating the application prospects and
technical challenges of SAGIN in vehicular communication
networks [2]-[4]. As an irreplaceable part in the
next-generation Intelligent Transportation Systems (ITSs),
vehicular communication networks enable vehicles to
exchange information with other vehicles and the external
environments [5], [6]. Due to the limitation of deployment
and coverage, it remains inefficient ITSs in remote areas
with insufficient terrestrial network infrastructures [7], [8].
With the advantage of coverage, SAGIN can provide the
seamless user experience and always-on connectivity for
ITSs. However, due to the inherent broadcasting nature and
broad coverage, the satellite downlinks in SAGIN-enabled
vehicle communications are vulnerable to security threats [9],
[10]. Particularly, the attackers and eavesdroppers (Eves)
within satellite coverage are difficult to be eliminated as they
are able to hide in very large and complex geographical areas,
resulting in serious security issues [11].

Different from the upper-layer security approaches, physical
layer security can achieve secure transmission by exploiting
the intrinsic randomness of wireless channels, which has been
potentially investigated in terrestrial wireless communications
and vehicular networks [12]-[14]. In order to improve the
secrecy performance, several related works have shown that
the terrestrial resource can be utilized to assist the physical
layer security in satellite communications [15]-[17]. Particu-
larly, by beamforming (BF) at the base station (BS), the green
interference served by BS can be leveraged to unequally
damage the main and eavesdropping channels of satellite
users. However, this idea becomes invalid in areas where only
satellite beam exists without the terrestrial network coverage.
Considering the inter-beam/co-channel interference caused
by frequency reuse among satellite beams, the satellite BF
approaches have been leveraged to eliminate the co-channel
interference or null useful signals to Eve [18]. However,
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satellite spot beams are not narrow enough to distinguish
between the legitimate user and Eve, and thus the conventional
BF approaches lose efficiency when the channel difference
between the legitimate user and Eve becomes negligible.
Besides, relaying for satellite-ground secure transmissions
generally only focus on the relaying links without considering
information leakage in the direct satellite-ground link [19].

In this paper, we consider the secure transmission in
downlink multi-beam satellite-enabled vehicle communica-
tions within areas in shortage of terrestrial network coverage.
Specifically, one Eve is considered to wiretap an interested
legitimate user in a specific beam. Considering the distance
difference from satellite to the legitimate user and Eve is
negligible, the main and wiretap channels are similar with
weak random difference, posing challenges in implement-
ing physical layer security techniques [20]. To improve the
secrecy rate performance of the legitimate user, we exploit
an unmanned aerial vehicle (UAV) to enhance the random
difference between the main and wiretap channels. Based
on this framework, we then maximize the secrecy rate of
the legitimate user within a target beam with ensuring the
quality of service (QoS) of users within other beams. The
main contributions of this paper are as follows.

« We propose a framework to conduct physical layer secu-
rity for the downlink multi-beam satellite-enabled vehicle
communications, where full frequency reuse is adopted
among beams and the inter-beam/co-channel interfer-
ence is non-negligible. In order to enhance the secure
transmission in the downlink multi-beam satellite-enabled
vehicle communications, we exploit an UAV to cooper-
ate with the satellite-vehicle link by adopting amplify
and forward (AF) with fixed BF scheme (maximum
ratio transmission (MRT)/zero-forcing (ZF)). Moreover,
we consider a worst case that the Eve is under the UAV
coverage and artificial noise (AN) is created by the UAV
to confuse the Eve.

o Considering the power constraints of both satellite and
UAYV, we formulate a problem to maximize the secrecy
rate of satellite-vehicle link by jointly optimizing the BF
of multi-beam satellite and the power allocation (PA)
of UAV for AF and AN. In addition, the predefined
QoS, i.e., minimum data rate, for users in other beams
within the co-channel of the legitimate user is simultane-
ously satisfied. To solve the nonconvex problem, we first
transfer it to an equivalent two-stage problem. In the
outer stage, a single-variable optimization problem is
achieved, which is then solved by the one-dimensional
search. For the inner-stage problem, the semi-definite
relaxation (SDR) and the Charnes-Cooper transformation
are used to reformulate it as a bi-convex problem. More-
over, the tightness of rank-one relaxation is proved.

o To solve the bi-convex problem in the inner stage,
we propose an iterative alternating optimization approach.
Specifically, a semi-definite programming (SDP)
approach is used to optimize the BF of multi-beam
satellite, and then a fractional programming problem
is derived to optimize the UAV PA, which is solved
by the iterative Dinkelbach’s method. In addition,
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the complexity of the proposed approach is analyzed,
and extensive numerical results are carried out to verify
the effectiveness of our proposed approach.

The remainder of this paper is organized as follows. In
Section II, the related works are investigated. In Section III,
we first present the system model of UAV-assisted secure
multi-beam satellite downlink communications, and then for-
mulate a constrained optimization problem to maximize the
secrecy rate in Section IV. In Section V, we jointly optimize
the satellite BF and UAV PA to solve the nonconvex problem.
In Section VI, simulations are carried out to evaluate the
secrecy rate performance. Finally, we conclude this paper and
direct our future work in Section VII.

Notations: (-)T and (~)T denote the transpose and Hermitian
transpose, respectively. |-| and ||| stand for the absolute value
and Euclidean norm of a vector. Tr (-) and Rank (-) denote
the trace and rank of a matrix, respectively. C¥V*™ denotes a
complex space of N x M. N (u,d%) and CN(u, 6*) denote
the normal and complex Gaussian distribution with mean u
and variance 0%, respectively. © is the Hadamard product.

II. RELATED WORKS

In this section, we review the state-of-the-art physical layer
security in satellite-terrestrial communications. Considering
satellite coexists with terrestrial networks and shares the spec-
trum resource, the resources of terrestrial BSs, i.e., multiple
antennas and power, are leveraged to assist satellite links to
conduct secure transmissions [15]-[17], [21]. Particularly, the
BS serves as a green interference resource to combat the
malicious eavesdropping attack [15]. Based on the hybrid and
partial ZF-based BF at BS, the secrecy performance of satellite
links is analyzed in [21], where the interference from BS to
satellite user is suppressed by the proposed BF scheme, while
Eve is degraded by the interference. In addition, an improved
secrecy rate is achieved through optimizing the BF at BS with
minimizing the transmit power in [15]. Considering satellite
carries multi-antenna, joint BF of satellite and BS is proposed
to achieve the positive secrecy rate of satellite-terrestrial
links [16]. To improve the secrecy rate of satellite user,
a cooperative BF scheme at satellite and BS is proposed to
increase the signal-to-interference-plus-noise ratio (SINR) of
legitimate satellite user and decrease the SINR of Eve in [17],
where BS performs as a friendly jammer to minimize the
interference from BS to legitimate satellite user and confuse
Eve. The aforementioned works have well investigated secure
transmissions in satellite-terrestrial links with the assistance
of terrestrial BS. However, they rely much on the terrestrial
resource and only one satellite beam is considered.

In multi-beam satellite communications, the partial and
full frequency reuse schemes are two typical categories for
multi-beam satellite service, and higher spectral efficiency can
be achieved by a more aggressive frequency reuse factor along
with interference mitigation techniques [22], [23]. Indeed,
the inter-beam/co-channel interference caused by spectral shar-
ing is typically considered undesirable, which limits the overall
system performance [23], [24]. However, by careful BF design
with multi-beam antenna, the inter-beam interference (IBI) can
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Fig. 1. UAV-assisted secure transmission in multi-beam satellite-enabled
vehicle communications.

be beneficial for the physical layer security. Several related
works on the secure transmission in multi-beam satellite com-
munications are conducted. A partial ZF-based BF approach
is proposed to only null useful signals to Eve and minimize
the satellite transmission power [25]. Considering the secrecy
rate in each beam with satellite transmit power constraint,
a problem to maximize the minimal secrecy rate of multi-beam
is studied by optimizing the satellite BF in [18]. However,
the aforementioned works are associated with BF design
at satellite and without considering the channel similarity
between satellite-terrestrial links. The satellite spot beams
are not narrow enough to distinguish between the legitimate
user and Eve when the Eve hides very near the legitimate
user.

III. SYSTEM MODEL

As shown in Fig. 1, we consider a multi-beam
satellite-enabled vehicle communication system where N
beams are formed by adopting the single feed per
beam (SFPB) architecture [26]. Full frequency is reused
among all the beams and frequency division multiple
access (FDMA) is employed for the downlink from satellite to
vehicles in each beam [27]. Without loss of generality, we only
consider one sub-channel in each beam, and only one vehicle
exists in the sub-channel as the satellite user (SU). Particularly,
we consider one Eve in a specific beam targeting to wiretap
the legitimate user who works at the same sub-channel within
the same beam. Meanwhile, the QoS requirement of SUs
operating in the same sub-channel of other beams should be
ensured. We assume that both SUs and Eve are equipped with
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TABLE I
MAIN NOTATIONS AND DEFINITIONS

Notation Definition

N number of satellite beams

M number of UAV transmit antennas

SU; user in the it” beam (legitimate user)

h,y € CNx1 channel vector from satellite to the legitimate user
h,, € CNVx1 channel vector from satellite to UAV

hse € CNVx1 channel vector from satellite to Eve

h,y € CMXx1 channel vector from UAV to the legitimate user
h,. € CMx1 channel vector from UAV to Eve

wy, € CVx1 satellite BF vector for the nt* beam
fcCcMx1 UAV downlink BF vector

v e C(M=1)x1 AN vector

o) PA coefficient for the AF signal

Upn UAV altitude

a single receive antenna. To improve the secrecy rate from
satellite to the legitimate user, UAV as an on-demand relay
is deployed to enhance the main channel and serves as a
jammer to degrade the eavesdropping channel by sending AN.
In addition, the UAV is equipped with a single receive antenna
and M transmit antennas. The channel state information (CSI)
of SUs and Eve are known at UAV.! The main notations and
definitions are demonstrated in Table I.

A. Channel Model

1) Satellite-to-Ground Channel: The channels from satellite
to SUs experience the free space path loss (FSPL) and rain
attenuation, where the FSPL coefficient is defined by [29]

o) 1

CL_(471') a3 +d?’ M
where A, denotes the signal wavelength, dy denotes the
distance between centers of the beam and satellite coverage,
and dj denotes the height of satellite. The rain attenuation is
the dominant factor among atmospheric effects, which depends
on the location of the receiver, the frequency of operation,
polarization and the elevation angle toward satellite. Accord-
ing to ITU-R P.618 [29], the channel gain caused by rain
attenuation can be modeled as a log-normal random variable,
ie., In(lup) ~ N(,ucdg,éz), where iy, and 6* denote the
log-normal location and scale parameter, respectively, and
Cap 1s the channel gain in dB. The rain attenuation fading
vector of the satellite-to-ground channel can be expressed
as

ﬁ:(f%exp(—jﬂ), (2)

where § € CN*! is the phase vector with each component
uniformly distributed over [0, 27).

ISimilar to most of the related works, such as [16] and [28], we assume
perfect CSIs of SUs and Eve are known at UAV.
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Besides, the beam gain is determined by the satellite antenna
pattern and the position of destinations, where the gain for the
SU; is given by [29]

2
J1 (u; J3 (u;
b (ai) — G, 1(”1) +36 3(;41) , 3)
2u; u;
with u; = 2.07123%, where G; is the maximum
sin ai,3dB)

satellite antenna gain for the i’" beam, a; represenets the
elevation angle between SU; and the center of i h peam, and
@;3qp 18 the 3 dB angle of the i th beam. Additionally, J; (-)
and J3 (-) are the first-kind Bessel functions of order 1 and 3,
respectively.

Based on the above considerations, the channel vector from
satellite to SU; can be formulated as

hyy =/Cthob'/?, )
where b = [by1, ..., b;,...,bn]T.

2) Air-to-Ground Channel: The air-to-ground transmission
experiences both path loss and small-scale fading [30]. The
channel power gain from UAV to the destination is given by

80
Ui+ U7 ©
where go denotes the channel power gain at a reference
distance of 1 m, U, denotes the horizontal distance from UAV
to the destination, and U is the UAV altitude. As for the
small-scale fading, Rician fading model is adopted. Therefore,
the air-to-ground channel is represented as

/| K - [ 1 =
hy=+/ —h — h
rd GL( K +1 LoS + K +1 Ray) s (6)

where K is the Rician factor (in dB, i.e., Kp = 10log10(K)),
hios € CM*! denotes the line-of-sight (LoS) component,
and flRay € CM*1 represents the non-line-of-sight (NLoS)
Rayleigh fading component.

Gy

B. Signal Model

The transmitted signal vector by multi-beam satellite is
given by

N
X_y == ansn, (7)
n=1

where w,, € CV*! denotes the BF vector for the n'" beam
and s, is the intended signal for SU,, with E{|s,|?} = 1.

Without loss of generality, the satellite user (SU) in the
i"" beam is assumed to be the targeted user, denoted by
SU;. The UAV is deployed to assist secure transmission from
satellite to the legitimate user SU;, and it works in full-duplex
mode.2 Particularly, the UAV hovers above SU; to receive the
satellite signal and communicates with SU; simultaneously.
The received signal at UAV can be expressed as

r :h:rxs—i—v—i—nr

2UAV-enabled full-duplex relaying communications have been well stud-
ied [31], [32], where UAV forwards and receives signals simultaneously.
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= h{,wisi + D_hl,wus, +v +n,, (8)
n#i
where v denotes the residual self-interference (after

self-interference cancellation) with v ~ CA(0, 0,,2) [33], and
n, denotes the noise received by UAV with n, ~ CAN(0, 0,2).
For the UAV downlink, AF is adopted to cooperate with
the SU;, and meanwhile AN is superimposed to confuse the
decoding of Eve. Thus, the transmitted signal by UAV is
represented as

x, =/ ¢P,for +/ (1 —¢) P,Gv, )

where P, is the transmit power of UAV, ¢ (0 < ¢ < 1)
is the PA coefficient for the AF signal, a is the power
scaling factor, and f € CMx1 denotes the BF vector of UAV
and ||f ||2 = 1, which adopts fixed BF mode in this work.
Besides, v € C”=Dx! ig an AN vector with i.i.d elements,
ie., vi ~ CN(0,1/M), and G € CM*M=1) jg designed as
a projection matrix into the null of legitimate channel [34],
e G = (T —hya (1/,hva) 1hjd) h,, with h{,G = 0.
Different from related works in relaying for
satellite-terrestrial transmissions where the direct link is
generally neglected [19], [35], we assume that the direct

satellite-vehicle link and UAV cooperative link arrive
simultaneously [33]. Thus, the signal received by SU; is

ya =hyx; +h) ;x, +ng
= aw;s; + Zawnsn + a\/(/ﬁPDhjdf W +ny) +nqg, (10)
n#i

where a = hzd +a/PP, h: dfhjr, and ng denotes the received
noise by SU; with ny ~ CN (0, 05). In (10), the first and sec-
ond terms are the respective expected signal and co-channel
interference caused by frequency reuse among beams, and the

third term is the amplified self-interference.
For the Eve targeting to wiretap SU;, we consider a worst
case that it hides in the coverage of UAV and wiretaps the

direct and cooperative links simultaneously. Similar to (10),
the signal received by Eve can be expressed as

Ye = hjexs + h:exu + ne
= bw;s; + wansn + a\/qﬁth;’ef v +n.)
n#i
+v(1 = ¢) P,h/,Gv + n,, (11)

where b = h:e + a«/qﬁPDthh;r, and n, is the received noise
with n, ~ CN(0, c2).

IV. PROBLEM FORMULATION

Based on (10), the achievable SINR of SU; can be expressed
as

law,; |2
ya = ; . (12)
S lawal? + 24P, hjdf‘ (55 + 53) +2
oy
L,—/ AF interference and noise
IBI

and that of Eve can be obtained similarly by (13), shown
at the bottom of the next page, where the IBI is received
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from satellite and UAV simultaneously, the AF interference
and noise are received from the UAV AF link, and AN is
received from UAV. Thus, the secrecy rate of SU; can be
calculated as

Ry = [log, (1 + ya) —log, (1 +70)] 7,

where [x]T = max (x, 0).
In the j'"(j # i) beam, SU j only receives the satellite
signal, and the achievable rate of SU; can be obtained as

’ 2

(14)

"
‘thj

> ‘hj.w,,
n#j
where h; denotes the channel vector from satellite to SU;.

To maximize the secrecy rate of SU; and guarantee the
QoS requirement of SU; (j # i), we jointly optimize the
BF vectors of satellite and the PA of UAV. The optimization
problem can be formulated as

), j#FEL (15
2

2
+0j

R; :10g2(1 +

Pl: max R (16a)
twah ¢
sit. Rj>Qj, j#i, (16b)
N
D lIwall® < P, (16¢)
n=1
0=<¢ =<1, (16d)

where (16b) is the QoS constraint for SU; (j # i); (16c) refers
to the satellite power limitation, where P is the maximum
transmit power of satellite; with UAV transmit power P,,
the PA of UAV is constrained by ¢ in (16d).

Remark 1: For the AF relaying link from UAV to desti-
nation, we consider the widely used MRT/ZF-based BF as
the fixed BF scheme of UAV downlink transmission, where
the MRT/ZF-based BF vector can be respectively given
by
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Particularly, since the ZF-based BF scheme can null the
useful signals from UAV to Eve, i.e., hjefo = 0, UAV only
works as the AF relaying but not generates AN and then ¢ = 1
in this case. Thus, it only optimizes satellite BF in P1 when
the ZF-based BF is adopted by UAV downlink.

Regardless of the special case with ZF-based BF at UAYV,
UAV PA coefficient ¢ is optimized in P1, i.e., MRT-based BF.
Nevertheless, the problem P1 is highly intractable as it has the
nonconvex objective function and constraints. To solve such
nonconvex optimization problem, a two-stage optimization
approach is proposed in the following section. To facilitate
the analysis, we assume that the noise power is normalized,
ie,0? =02 =02 =1 and define 6262, = B to characterize
the residual self-interference level of UAV transceiver in the
following sections.

V. JOINT SATELLITE BF AND UAV PA OPTIMIZATION

In this section, we first transform the primal problem P1
to a two-stage problem. For the outer-stage problem, it can
be solved by one-dimensional search. In the inner stage,
a bi-convex optimization problem is obtained through SDR
and Charnes-Cooper transformation, which is then solved by
our proposed iterative alternating optimization approach. The
tightness of SDR and the complexity of the two-stage opti-
mization are also analyzed.

To simplify the objective function of P1, we first introduce
a slack variable 7 to reformulate P1 as

1
log, (1 + ya) — logz(;) (19a)

P2 max
Ta{wn},]lv:pd’
1
s.t. logy (I +7e) < logz(;), (19b)
(16b) — (16d) satisfied. (19¢)

To determine the feasible domain of 7z, a Lemma is intro-
duced as follows.
Lemma 1: Based on (19a) and (19b), the feasible domain

fyrr = hrd/”hrd”’ a7 of t is determined by
fzr =1fo/lfoll, (18) A 1
. -1 Tmin = 3 <7<1. (20)
with fo = (IM — b, (hlh..) hIe) ha. 1+ P[0l [+ a2pop, 0] mi,
Ibw; |2
ye = . 2 2 . (13)
> w2+ g, b | (o2 +07) + (1 =) P, hIeGV’ +02
i,—“ AF interference and noise AN
IBI
A wTaTaw,-
P4: ¢p(r)= max =t — ! T (22a)
w1 > wpataw, +a?¢ P fThgh) £ (B + 1)+ 1
n#i
w.fb*bwi 1
s.t. T - —! — T <--—1, (22b)
> w,b'bw, + a2¢P,fTh,h/f (B + 1)+ (1 —p) P,vIiG'hh/ .Gv+1 7
n#i
(16b) — (16d) satisfied. (22¢)
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Proof: The proof is concluded in Appendix A. [ ]
From (19a), the objective function can be rewritten as
log, (t + 7y4). We then define ¢(7) as the maximum value
of 7y4 satisfying (19b—19c) when ¢ is fixed. Thus, P2 can
be transformed to a two-stage problem, where the outer-stage
problem is formulated as

P3: max log, (r +¢ (7)) (21a)
T
st Tmin <7 <1. (21b)
To  optimize the  signal-variable 7 in  P3,

the one-dimensional search method is used where ¢(7)
can be evaluated for any feasible 7 in the inner stage [36].
However, to this end, the key is to obtain ¢(z). The
inner-stage problem to obtain ¢(z) is formulated as P4
in (22), shown at the bottom of previous page. We can see
that P4 is still intractable, due to obstacles from the quadratic
fractional form in the objective function and the nonconvex
constraints.

A. SDR and Charnes-Cooper Transformation

To overcome the quadratic forms in P4, we replace the
optimization variables by W, = wnw,T, withn = 1,..., N,
and adopt SDR to ignore the rank-one constraint of W,,. In
addition, we make some definitions for transformation, such
as, A =a'a, B=b'b, F = ff", H,y = h,gh';, H,e = h,ch},,
and H; = hjhj.. Thus, P4 can be relaxed as

Tr (AWl)
P5: max =t (23a)
W 2 Tr (AW,) + yag + 1
n#i
. Tr (BW;)
s.t.
z Tr BW,) + p,Tr (H;.C) + yep + 1
n#i
1
<--1, (23b)
T
Tr(H,;W;)
, J#EI, 23¢c
(X H;W,) +1 7 j#L (230
0
N
> Tr(W,) < P, (23d)
n=1
Wni(), }’lzl, 9N’ (236)
0<¢=<l, (23f)

where w; = a’p, (B + 1) Tr (H,4F), C = Gw'GT, y, =
poTr (Hre (a2 B+ DHF — C)) and ¢; = 29j — 1. Particu-
larly, the constraints (23c)—(23f) correspond to (16b)—(16d),
respectively, where the constraints (23b) and (23c) are non-
convex. Let & = % — 1, the constraint (23b) can be rewritten
as

Tr(BWa) — EppTr(HyeC) — Cyegp < &, (24)

where Wp = W; — > ¢W,,. The constraint (23c) can be
n#i
represented as

TI’(Hj(Wj — ZEjWn)) > €j.
n#j

(25)
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Moreover, A and B are functions of ¢, which are associated
with the UAV PA. Thus, the objective function in (23a)
is still nonconvex since the fractional polynomial and the
multiplication of multiple variables. To reduce the fractional
polynomial, a Charnes-Cooper transformation is adopted by
introducing an auxiliary variable, which is given by

T

T Tr(AW,) + wag + 1

n#i

Then, we make the changes of variables for optimizing
the satellite BF by W, = yW,(n = 1,...,N), and thus
the objective function of P5 can be rewritten as Tr (AW,-),
which is biconvex for optimizing the satellite BF and the UAV
PA. To solve such a biconvex problem, an iterative alternating
optimization approach is proposed.

n (26)

B. Iterative Alternating Optimization Approach

In this section, we propose a SDP approach for optimizing
the satellite BF when ¢ is fixed. Based on the feasible
satellite BF, a fractional programming problem is equivalently
reformulated for optimizing the UAV PA, which is solved by
the Dinkelbach’s method. Then, the alternating optimization
can be conducted iteratively.

1) SDP Approach to Obtain Satellite BF: Given a ¢, A and
B are fixed. By using (24-26), the problem PS5 can be reduced
to a convex problem for optimizing the satellite BF with the
auxiliary variable of #, which can be reformulated as

P6— A : max Tr (AW,-) (27a)
{Wn}iv:l’”
s.t. ZTr (AW,.) + nya¢ +n =1, (27b)
n#i
Tr(BWa) — 7 (poTr(HreC) + pegp)
=< 7/59 (27C)
Tr(H; (W) — D ejWa)) = nej,
n#j

J#i (27d)
(23d), (23e) satisfied. (27e)

It is noteworthy that P6-A is a SDP problem, which can
be efficiently solved by CVX tools [37]. Assuming V_V; with
n=1,...,N and #* to be the optimal solutions for P6-A,
W7 can be obtained by V:—E, accordingly.

Particularly, given ¢ = 1 and replacing f with fzp,
the optimal satellite BF can be obtained by solving P6-A for
maximizing the secrecy rate of SU; with UAV cooperation AF
by adopting the ZF-based BF.

2) Fractional Programming to Optimize UAV PA: For the
fixed satellite BF, optimizing the UAV PA in P4 is equiv-
alent to that in P5. By using W with n = 1,..., N, we
equivalently reformulate P4 for optimizing ¢, which can be
expressed as

P6 — B: max f ) (28a)
g
st azx®+byx +c3 <0, (28b)
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0<x<l,

(28¢)

where x = /@, f(x) = a1x®> + bix +¢; and g(x) =
arx? + box + ¢» with the coefficients {ai, b1, c1}, {az, by, 2},
and {a3, b3, c3} being constants, which are conducted in (29),
shown at the bottom of the page. Particularly, it can be seen
that P6-B is a fractional programming problem, which is still
nonconvex. Further, we introduce the following Lemma to
reformulate it.

Lemma 2: For f (x) > 0,g(x) > 0, the maximum objec-

tive value g* = A X:) = max L&)
g(x*) x

g(x)
if ¢* and x* satisfy
max f (x) = q"g (x) = f (x*) — q"g (") =0.

Proof: The proof can be found in [38]. [ |
According to Lemma 2, P6-B is equivalent to find ¢* and x*
within a feasible region3 D determined by constraints in (28b)
and (28c). Specifically, the Dinkelbach’s method can be used
to solve the problem iteratively [38]. Given an initial ¢,
the following subproblem should be solved in each iteration,

can be achieved if and only

(30)

@ 31
max 1 (x), 3D

where @; (x) 2 f(x) — ¢q/g(x), and g; is obtained in
the previous iteration. It can be seen that the concavity or
convexity of @ (x) is leveraged by

ordy(x)

ox2 (32)

2(a1 —gqia) .

52 .
Based on (32), if % < 0(a; < g*az), d; (x) is convex
and there exists a maximum value, which is achieved by

R qr*by — by

=), (33)
L7 241 — gran)
0P (x)

with ox | o = 0. Particularly, if x; € D, the optimal

. . ! . T
solution is x;° = x;. Otherwise, it is given by

x; = argmax & (x),
xedD

(34)

where 0D denotes the point-set of the boundary of D. If

2
%’z(x) > 0 (a1 = q/*az), d; (x) is concave and the optimal

xl* can be obtained based on (34).

3Given az, b3, and c3, the feasible region determined by (28b) can be figured
out with using its monotonicity, which is then taken intersection with (28c)
to obtain the D.
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For the (I + 1)"" iteration, the ¢;;1 can be updated by

QI* 1= —f (XI*)
)

Given a convergence tolerance €; > 0, the iterative process
could be terminated when

|/ () — g (x7)| < e

Moreover, due to the convergence of such a fractional
programming [39], the optimal x* can be obtained. Finally,
the 7P6-B is solved and the optimal UAV PA is obtained by
¢* — (x*)Z.

Finally, we give the algorithm procedure to find the opti-
mal solutions of satellite BF and UAV PA in Algorithm 1.
Particularly, ¢y and e, are the convergence tolerances of
iterative alternating and one-dimensional search, respectively.
However, it is worthing noting that the rank-one constraint has
been relaxed by SDR in the transformation from P4 to PS5,
and P6-A succeeds the relaxation. To confirm the tightness of
the relaxation, we prove the rank-one of solutions for P6-A
as follows.

(35)

(36)

C. Tightness Analysis

We consider the following power minimization problem to
prove the rank condition of W} with n =1, ..., N, which is
formulated as

P7 min

N
D Tr(Wa)
LS N R—

st tTe (AW) — u* (D" Tr (AW,) + wad)

(37a)

n#i
> u*, (37b)
(23d) — (23f), (24), (25) satisfied.
(37¢)

In (37b), u* denotes the optimal objective value of problem
‘P5. We first introduce the following Proposition to prove that
P17 is equivalent to P5.

Proposition 1: Any feasible solution of P7 is optimal
for P5.

Proof: Tt can be seen that (23b)—(23f) in P5 are all active
in P7. Supposing {W;}N , and ¢° are the feasible solutions

n=

to P7, which indeed satisfy P5. Meanwhile, the following

a1 = o p, Tr (H,qFH,, W) ; by =
1

a = —a2pDTr(HrdFHS, ZW,,) + wa: by =
t n#i

asz = azvar (HreFHerA) - él//e; by =

1
cl1 = TI‘(Hdei); c) = ;TI‘(Hsd an) +1; c3
n#i

a\/_var((hsrf*hrdhjd +hyh/ ) Wi);

i .
~a, /_pDTr(<hS,fT h,¢h, + hyhf, i, ) an);
n#i

(29)
a/PyTt ((hs,f'h,ehze + hsehjefhs’r)WA) :

= Tr (H;Wa) — ¢pp Tr (H,.C) — .
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Algorithm 1 Joint Satellite BF and UAV PA Optimization
Input: £, o, j.
Result: {{w;,n=1,..., N}, ¢*}.

1 Initialization: ¢g, the tolerances €y, €1, and €;.

2 Sett =0;

3 repeat

4 @ = Tmin + (L;,])(Tmax — Timin)-

5 | while (Ju* — ¢*| > €) do

6 Begin SDP with using CVX tool to solve P6-A;
Output: W}, 7%, and the objective value u*.
7 Obtain W} = W;’ (n=1,...,N), and then

calculate {ay, b1, c1}, {az, b2, c2}, and {as, b3, c3}
based on (29).
Initialize qo.

Set [ = 0;
10 while (| f (x}) — qig (x])| > €1) do
11 Determine D and obtain x° = M;
l 2(a1—qraz)
12 if (a1 < qua2) & (x7 € D) then
13 L xf=xp;
14 else
15 L x; = argmax @ (x);
xedD
IG5,
16 Update g/, | = G
Output. ¢* = (x*)? and the objective value ¢*.
17 Return ¢ = ¢* to step 6;
Out ut: ¢(z) = max w*,

18 until |r(t+1) + oz D) — r(t) - (p(r(t))| < e;

19 Obtain w); by the singular value decomposition (SVD)
of Wr,n=1,...,N.

20 Procedure End

condition is satisfied based on the constraint (37b)
tTr (AW?) A

T T (AWy) + wage + 1
n#i

u*

E({Ws},¢°). (38)

From (38), we can see that the maximum value of u*
achieved when the function a({Wn}n | » @) gets the solutions
of {W;’,}n=1 and ¢°. Thus, {W,‘;}n=1 and ¢° are the optimal
solutions for P5 and the proof is concluded. [ |

Based on Proposition 1, P6-A is equivalent to P7 with a
fixed ¢. Thus, we prove the rank-one conditions in P6-A by
proving that in P7 with the following Theorem.

Theorem 1: For any feasible ¢, the solution of W, with
n=1,...,N for P7 is rank-one.

Proof: Please refer to Appendix B. [ ]

Based on Theorem 1, the solutions of P6-A also hold rank-
one. To sum up, it shows a tight relaxation by the SDR in the
transformation from P4 to PS.

D. Complexity Analysis

A two-stage optimization approach is carried out to solve
the problem. In the outer stage, the one-dimensional search

IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS, VOL. 23, NO. 3, MARCH 2022

TABLE 11
SYSTEM PARAMETERS SETTING

System parameters Numerical value

Satellite-to-ground channel parameters

Satellite height 600 Km
Carrier frequency 2 GHz
Maximum beam gain 45 dB
3 dB angle (for all beams) 0.4°

Rain attenuation parameters Hegp = -3.152, 2 =16

Air-to-ground channel parameters

Channel power gain -40 dB
Rician factor of legitimate user 5 dB
Rician factor of Eve 0 dB
Uy of legitimate user 10 m
Uy of Eve 100 m

is employed for the single variable optimization, referring to
problem P4. Recall that for each outer search, the inner-stage
solutions are obtained by an iterative alternating SDP and the
fractional programming algorithm. Therefore, the computation
complexity is calculated by the number of iterative search
multiplied by the complexity of iterative alternating algorithm.
Specifically, the complexity of solving SDP can be calculated
by O(max{m, n}*n"?), where m and n are the constraint order
and the dimension of equality constraints for SDP, respectively.
Thus the complexity of solving P6-A is O(2N + 1)*). For
the fractional programming in P6-B, the worst complexity
of solving the subproblem (31) is to find the solution by
using (34), which is a sort problem and the complexity is given
by O(|0D]), where |6D]| is the number of points in 0D with
worst value of 4. In addition, the iteration number of Dinkel-
bach’s method can be calculated as O(log(1/€1)) and the
complexity of one-dimension search is O(log(1/¢2)). Thus,
the total complexity is given by O(log(1/e2)log(1/e0) (2N +
D* 44 log(1/€1))).

VI. PERFORMANCE EVALUATIONS

In this section, to evaluate the secrecy rate performance
of multi-beam satellite downlink communications, extensive
numerical results are carried out. The system parameters are
specifically set as follows. The height of satellite orbit is
600 Km and the maximum beam gain G,y is set to 45 dB.
The 3 dB angles of all beams are set to a;3sp = 0.4°.
The rain attenuation parameters of downlink satellite-terrestrial
channels are set to ug,, = —3.152 and 6*> = 1.6. The carrier
frequency of satellite downlink transmission is 2 GHz. The
channel power gain of air-to-ground at the reference distance
of 1 m is —40 dB. The horizontal distance from UAV to
legitimate user and Eve is 10 m and 100 m, respectively.
The Rician factors of air-to-ground channels for the legitimate
user and Eve are set to 5 dB and 0 dB, respectively. The
same QoS requirements are preset as Q,, for users SU; with
jef{l,...,N}and j #i.
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8 T T T
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MRT-NoAN

Maximum secrecy rate (bit/s/Hz)

1 12 13 14 15 16
Satellite transmission power P; (ABW)

Fig. 2. Secrecy rate vs. the satellite transmission power Ps. (P, =5 dBW,
p=0dB, N =4, M =4, Oy = 0.1 bit/s/Hz, and U = 100 m).

5 ! .
¢ MRT-AN
4-5§ MRT-NoAN| 7
7F
4r NoUAV

Maximum secrecy rate (bit/s/Hz)

057 J
0“ ¥ ‘
0.1 0.1 0.12 0.13 0.14 0.15 0.16 0.17 0.18

QoS constraint @, (bit/s/Hz)

Fig. 3. Secrecy rate vs. the QoS of Q. (Py = 10 dBW, P, = 5 dBW,
f=0dB, N =4, M =4, and Uy, = 100 m).

Tag/Benchmark: For the proposed approach, marked by
“MRT-AN”, we adopt the MRT-based BF for the UAV AF
link and an AN is created by UAV simultaneously. For
comparisons, the “MRT-NoAN” and “ZF” approaches adopt
MRT and ZF based BF for the UAV AF link, respectively,
but they have no AN. In addition, the case that with-
out UAV, marked by “NoUAV”, is regarded as the bench-
mark, which only optimizes the satellite BF without UAV
cooperation.

Fig. 2 shows the impact of satellite transmission power on
the maximum secrecy rate, and we can see that the maximum
secrecy rate of legitimate user is monotonically increasing
of the satellite transmission power. This happens since more
satellite power can be used to maximize the secrecy rate of
legitimate user when the satellite power increases. In Fig. 3,
we investigate the impact of QoS constraint on the maximum
secrecy rate of legitimate user. It can be seen that the maximum
secrecy rate decreases as the QoS constraint increases, as more
satellite power should be allocated to other satellite beams to
satisfy the increased QoS constraint and thus less power will
be left for the legitimate user. Fig. 4 shows the impact of
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Fig. 4. Secrecy rate vs. the number of satellite beams N. (P; = 10 dBW,
P, =5dBW, f=0dB, M =4, Q,;, = 0.1 bit/s/Hz, and U = 100 m).

—O—MRT-AN
—&O— MRT-NoAN 1
ZF

Maximum secrecy rate (bit/s/Hz)

\4
¥ ¥
A S
5 6 7 8 9 10
UAV transmission power P, (ABW)

L A4

Fig. 5. Secrecy rate vs. UAV transmission power P,. (Py = 10 dBW,
p=0dB, N =4, and M =4, Q;, = 0.1 bit/s/Hz, and U, = 100 m).

number of satellite beams on the maximum secrecy rate of
legitimate user. It can be seen that the maximum secrecy rate
decreases as the number of satellite beams increases, which
happens since more satellite power is consumed to ensure
the QoS constraint of co-channel users in other beams, and
more co-channel interference is raised up due to the increased
satellite beams.

In addition, we can observe that the MRT-AN approach
outperforms ZF approach from Fig. 2 ~ Fig. 4. This is because
the AF signal from UAV cannot concentrate on legitimate user
well by the ZF approach without degrading Eve additionally,
comparing to the MRT-AN approach. By comparing two
curves of MRT-AN and MRT-NoAN, it is observed that the
maximum secrecy rate improves with adopting AN for the
MRT-based UAV BF scheme. More specifically, with the
assistance of UAV and employing our proposed approaches,
the maximum secrecy rate of legitimate user is improved
significantly.

In Fig. 5 ~ Fig. 8, we investigate the impact of UAV
parameters on the maximum secrecy rate of legitimate user,
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Fig. 6. Secrecy rate vs. the self-interference level of UAV transceiver f.

(Py = 10 dBW, P, = S dBW, N = 4, M = 4, O, = 0.1 bit/s/Hz, and
Uy = 100 m).
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Fig. 7. Secrecy rate vs. the UAV altitude Uj,. (Ps = 10 dBW, P, =5 dBW,
f=0dB, N =4, M =4, and Q,, = 0.1 bit/s/Hz).

including transmission power, self-interference level of trans-
ceiver, UAV altitude, and the number of transmit antennas,
respectively. In Fig. 5, it can be seen that the maximum secrecy
rate increases monotonically as the UAV power increases. This
happens since the signal quality of the main channel can be
enhanced when the UAV power increases and more power can
be leveraged to confuse Eve with AN. From Fig. 6, we can
see that the maximum secrecy rate decreases as the power of
self-interference increases. It is because the self-interference
degrades the received SINR of legitimate user, and more
degradation as the self-interference increases. In Fig. 7, it is
observed that the maximum secrecy rate is monotonically
decreasing of the UAV altitude. Based on (5), the channel
power gain decreases as the UAV altitude increases, degrading
the received SINR of legitimate user. From Fig. 8, we can see
that the maximum secrecy rate increases as the number of
UAV transmit antennas increases. That is because the UAV
beam can focus more on its BF direction when the number
of antennas increases. More specifically, when the number of
UAV transmit antennas is large enough, it can be seen that the
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Fig. 8. Secrecy rate vs. the number of UAV transmit antennas M.
(Ps = 10 dBW, P, = 5 dBW, f = 0dB, N = 4, O, = 0.1 bit/s/Hz,
and Uj, = 100 m).

secrecy performances of MRT-AN and ZF approaches become
close. This happens since the interference and leakage caused
by MRT-based BF scheme and the signal loss of ZF-based
scheme become negligible as the number of UAV transmit
antennas increases. Particularly, the focus of AN becomes
more centered on Eve, which degrades the Eve more. In
addition, Fig. 5 ~ Fig. 8 show that the secrecy performance
of legitimate user can be enhanced by exploiting UAV, and
the MRT-AN approach outperforms the ZF and MRT-NoAN
approaches.

VII. CONCLUSION AND FUTURE WORK

In this paper, we have investigated the physical layer secu-
rity in multi-beam satellite-enabled vehicle communications,
where the UAV has been exploited to cooperate with the
legitimate user and create an AN to confuse Eve. To maximize
the secrecy rate of legitimate user within the target beam while
guaranteeing the QoS of users within other beams, we have
formulated a problem to jointly optimize the satellite BF and
UAV PA, which is then converted into an one-dimensional
search problem in the outer stage and a bi-convex problem in
the inner stage. For each outer-stage search, the inner-stage
bi-convex problem has been solved by the devised iterative
alternating optimization approach, where SDP and Dinkel-
bach’s method have been used to alternately optimize the
satellite BF and UAV PA in each iteration. Extensive sim-
ulations have been carried out and the results demonstrate
that with the assistance of UAV, the secrecy rate perfor-
mance can be significantly improved. For the future work,
we will investigate the cross-layer security in SAGIN enabled
ITS:s.

APPENDIX A: PROOF OF LEMMA 1

Proof: Based on (19a), the positive secrecy rate is
expected, i.e., log, (1 + yq) — logz(%) > 0, which requires
% < 1+ y4. Thus, we can obtain a lower bound of the slack
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variable 7 as follows

- 1
t= 1+ law; |2 ;
é. |3Wn|2+az¢1)u h:df‘ (1+p)+1
1
z -
1+ |aw;|?
. 1
_1+h* o2 |n miw|
sd Wi +a“ by rd Mgy Wi
(a) 1 A
= 2 N 5 = Tmin, (39)
1+ Pghl,| +a2PyP,|h/,fh,

where condition (a) adopts the Cauchy-Schwarz inequality.
From (19b), we have 7 < 1. The proof is completed. [ |

APPENDIX B: PROOF OF THEOREM 1

Proof: The Lagrangian function of P7 can be expressed
as

‘C({Wl’laUl’l’nz 1""9N}’¢9/1’p9’€j9199go’gl)

N N
=D Tr(Wy) = D Tr (UyW,) — cod +c1 (¢ — 1)

n=1 n=1

- /I(rTr (AW;) — u*(z Tr (AW,) + ya¢) — u)
n#i

+p (Tr BWa) = <ppTr (HreC) — Cyedp — 5)

- DK (Tr(Hj (W =D ejWa)) - 81‘)

j#i n#j
N
+9 (Z Tr(W,) — PS),
n=1

where 2 >0, {x;} >0,p >0,U, = 0,¢0 >0, and ¢| > 0.

To prove the rank condition of W;, Karush-Kuhn-Tucker
(KKT) conditions are adopted. Based on (40), we take the
partial derivative of the Lagrangian function with respect to
W, and apply KKT conditions, we have

1+ Iy +pB+ > xHje; — itA—U; =0, (41)
J#i

(40)

UW, =0, (42)
W, = 0. (43)

By post-multiplying both sides of (41) with W; and
using (42), (41) can be written as

(I+ ) Iy + pB+ > xkjHjz;)Wi = ATAW;.  (44)
j#i
In (44), it is observed that
(+ ) Iy +pB+ D xHje; > 0, (45)

J#i
since ¥ > 0,p >0, and Kj} > (. In addition, we have
Rank (A) = 1 due to A = a'a. Thus,

Rank(W;) = Rank(AW;) < Rank(i7tA) =1, (46)
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where Az > 0.* Discarding a trivial case of W; = 0,
Rank(W;) = 1 is proved. Next, we prove the rank condition

of W; (j # i).

Based on (40), we take the partial derivative of the
Lagrangian function with respect to W;(j # i), and apply
KKT conditions, we have

D—xH; —pB-U; =0, 47)
U;W; =0, (48)
W, =0, (49)

where D = (1 +9) Iy+Au*A+ > keeHy with full rank,
C£], 0+

sinced > 0,4 > 0,u™ > 0, and {x,} > 0. Further, by denoting

E =D —«;H;, we have

N —1 <Rank (E) < N. (50)

Based on (47) and (50), and denoting Z = p{B + U;, we
have Rank (Z) > N — 1.

On the other hand, using the Sylvester inequality, we can
obtain

Rank (Z) + Rank (W;) <Rank (ZW;) + N,  (51)
where Rank (ZW) satisfies
Rank (ZWj) = Rank (prWj) <Rank (B) =1, (52)

due to B = b'b. From (52), if Rank (prWj) = 1, which
indicates the condition Rank (W;) = N should be satisfied and
thus Rank (ZW j) = 1 is achieved. Therefore, the condition
in (51) becomes

Rank (Z) + Rank (W]) <N +1, (53)

where Rank (Z) < 1 is reached. However, it is conflict with
the previously proven Rank (Z) > N — 1. Therefore, the only
provision of Rank (ZW j) = 0 is satisfied. Return to (51),
we have

Rank (Z) + Rank (W) < N, (54)

which indicates that Rank (W;) < 1 due to Rank (Z) > N—1.
Since the positive secrecy rate, W; = 0 cannot be a solution,
thus Rank (W j) = 1. The proof is completed. [ ]
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